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18. 5.

1 Foreword

N - N - T G o o TR 228

1.1 Target Audience
Thi s manu al i s prepared for the installers E
responsi ble for network installation, configur
the usendédlast ood all net work communication and
we |l | as the technical ter ms, t heoretical prin
devices, protocols and interfaces related to n
User |1 nG¥UFK Y acEolimaendl nt erface, Simple Network N
(SNMP) and Webl|l Expregeti ris.
**Note: This manual was made wG3IH8ADM. WebUI i m
1.2 Manual Convention

The following approaches should prevail
GUConventi|[Description

I nterpretgDescribe operations and add

ZXCa tion Remind the user of cautions

u in data | oss or equipment daeé

11



2 Web Page Login
2.1 Log in Maerafdlemwmot kCl i ent

Type in the def ahutlttp:s/wilt@ah.dlagd&8d.erd.slsAiEnter 0.

Description:

Browser standards: superior to IE 9.0, Chr ome
Keep the I P network segment of PC condiestent w
I P address as you log in. Set PCbs I P address

255.255.255. 0 for the first login (1< x 0254).
A login window appears as fol |l oavkmo nfaympce time t he
passwoadmoh €6l ickothe &hbvaedgtchhe syst em.

< C ® F==| 192.168.2.1/login.htmi?ver * 6 0

Login

Usemame:
Password:

12
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2.2 Constitution of Client |l nter f a

The typical operation interface of Web network

foll ows.

o T 4

Y A Notsecure | 192.168.2.1/home.htmi?ver

Save | Logout | Reboot | Debug

Status )/ System Information Port Status Area System Menu/Area

~ Status 1
System Information i

e . S
T E gl
MAC Address Table g

« Network

v Port

« POE Setting

v VLAN

+ MAC Address Table
+ Spanning Tree System Name | POE-GSH802M

System Information
Model | POE-GSH802M

« Discovery System Location ; default
+« DHCP

System Contact | Airlive

« Multicast
« Routing

« Security

v ACL

~ QoS

« Diagnostics
~ Management SystemOID; 1361412728211

Serial Number | 802MA100049

i 00:4F:4C:00:05:A0

1Pv4 Address | 192.168.2.1
0% J
IPV6 Address | fe80: 247 4cfffe00:5a0/64 084400 084500 084600  0&47:00

Time
e

=
System Uptime ; 0 day, 0 hr, 43 min and 17 sec Information

Current Time ; 2021-01-01 08:47:47 UTC+8

o Show Area
Navigation’Area 0% SALSALRAUSE
! Loader Version | 3.2.0.30 0%

2.3 Navigation Bar on Web Interfac

Menu items such as Stat e, Net wadédre®ort, PoE s

Tabl e, Spanning Tr ee, Di scovery, DHCP, Mul ti c

Diagnostics and Management are available on th
Each item contains submenus. Navigation bar is
Menu Items Submenus Secondary Description
Submenus
System Information i[r)1|fs(,)play the port state and product
Logging Message Dlsplay the device running and
Status operation logs
Statistics Display the detailed port statistics
Port ; i
Error Disabled pDés;{)sIay the faults occurring to

13
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Bandwidth Utilization

Display the bandwidth utilization
per unit time of all ports

Display the aggregation group

Link Aggregation state and members
MAC Address Table Display the MAC address table of
the current device
IP Address Configure and view the
management IP address
DNS Configure and view the DNS and
Network Configure and view the DNS
Hosts Server and dynamic host
mapping table
: Configure and view the current
System Time .
system time
Port Setting Configure and view all ports
Port : i
Error Disabled Cpnﬂgure and view the port error
disable protection
Configure and view the port &
Group strategy balancing algorithms
contained in LAG
Link Aggregation Port Setting Configure and view the LAG
LACP Check LACP _system priority and
port configuration
Configure and view the EEE state
EEE . .
and information
Configure and view the length of
Jumbo Frame the max message forwarded by
system
Configure and view the rate
Port Security limiting of port security, as well as
port state
Protected Port F:onﬂgure and view the port
isolation
Storm Control Conﬂgurg qnd view the port
storm policing
Mirroring Cc_)nﬂgure and view the port
mirroring
PoE PoE Port Setting Configure and view the PoE port

PoE Port Timer
Setting

Configure and view the timing
switch of PoE port

14




PoE Port Timer
Reboot Setting

Configure and view PoE port
schedule restart

VLAN

VLAN

Create VLAN

Configure and view the VLAN info
of the device

VLAN Configuration

Configure and view the VLAN
configuration of all ports

Membership

Configure and view the port info of
VLANS

Port Setting

Configure and view the PVID and
VLAN attributes of ports

Voice VLAN

Property

Configure and view Voice-VLAN
function and port  status
information

Voice OUI

Configure and view Voice-VLAN
OUlI information

Protocol VLAN

Protocol Group

Configure and view the protocol
VLAN group

Group Binding

Configure and view the protocol
VLAN port and group binding.

MAC VLA

MAC Group

Configure and view the MAC
VLAN group

Group Binding

Configure and view the MAC
VLAN port and group binding

Surveillance
VLAN

Property

Configure and view Surveillance-
VLAN function and port status
information

Surveillance OUI

Configure and view Surveillance-
VLAN OUI information

GVRP

Property

Membership

Configure and view the functional
global and port state

Configure and view the VLANs
learned and the port members

Statistics

Configure and view the message
statistics related to ports

MAC Address
Table

Dynamic Address

Configure and view the dynamic
MAC addresses and aging time of
the device

Static Address

Configure and view the static
MAC address tables of the device

15




Filtering Address

Configure and view the MAC
address tables to be filtered

Port Security
Address

Configure and view the MAC
address table learned by port
security

Spanning Tree

Property

Configure and view the STP state
and attributes

Port Setting

Configure and view the port
attributions of STP

MST Instance

Configure and view the instance
attributes of STPs

MST Port Setting

Configure and view the instances
(incl. port info) of STPs

Statistics

Configure and view the STP
message statistics of each port

Discovery

LLDP

Property

Port Setting

Configure and view the attributes
related to LLDP

Configure and view the
transmitting & receiving state of
LLDP at each port

MED Network Policy

Configure and view the MED
network strategy table entry

MED Port Setting

Configure and view the MED
state at each port

Packet View

Configure and view the detailed
LLDP messages at each port

Local Information

Configure and view the LLDP and
LLDP-MED state

Neighbor

Configure and view the LLDP
neighbor info

Statistics

Configure and view the
transmitting & receiving state of
LLDP message at each port

DHCP

Property

Configure and view DHCP service
switches and port switches

IP Pool Setting

Configure and view DHCP server
IP address pool

VLAN IF Address

Configure and view VLAN IF and
DHCP server group binding

Group Setting

16
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Client List

View the list of DHCP clients

Client Static
Binding Table

Configure and view DHCP client
static binding table entries

General

Property

Configure and view the function
configuration

Group Address

Configure and view the relevant
static multicast info

Router Port

Configure and view the multicast
routed port info

Forwarding All

Configure and view the multicast
forwarding port info

Throttling

Configure and view the multicast
limit at each port

Filtering Profile

Configure and view the multicast
addresses filtered

Filtering Binding

Configure and view the binding
info related to filtering rule and

Multicast
ports
Configure and view the switch,
Property .
version, etc
IGMP Snooping Querier Configure and view the querier
state
Statistics Configure and view the protocol
messages
Configure and view the protocol,
Property .
. switch, etc.
MLD Snooping - -
- Configure and view the protocol
Statistics
messages
Propert Configure and view the attribute
perty info such as switch
MVR Port Setting Configure and view the state at
each port
Configure and view the function,
Group Address VLAN and group address
IPv4 Interface Conflgur_e and view VLANIF IPv4
Pva M ¢ address information
v anagemen Configure and view IPv4 static
and Interfaces IPv4 Routes routeg
Routing ARP Configure and view ARP table

IPv6 Management
and Interfaces

IPv6 Interface

Configure and view VLANIF IPv6
interface information

IPv6 Address

Configure and view VLANIF IPv6
address information

17




IPv6 Routes

Configure and view IPv6 static
routes

IPv6 Neighbors

Configure and view IPv6
neighbors table

Security

RADIUS

Configure to view RADIUS server
related information

TACACS+

Configure to view TACACS+
server related information

Method List

Configure and view the login
authentication method

Login Authentication

Configure and view the
authentication methods of
terminals

Management
Access

Management VLAN

Configure and view management
VLAN

Management Service

Configure and view the service
management mode and relevant
attributes

Management ACL

Configure and view the ACL
aiming at management channels

Management ACE

Configure and view the ACE
configuration of management
channels

Authentication

Property

Configure and view the
authentication attributes

Port Setting

Configure and view the
authentication info at each port

MAC Local Account

Configure and view the list of
MAC local accounts

Management
Web Local Account Configure and view the list of
Web local accounts
Sessions Configure and view the info
related to session authentication
Property Co.nflgure and option view the
switch
DoS - - -
. Configure and option at ports view
Port Setting .
the switch
Configure and view the dynamic
Property ARP inspection
Dynamic ARP
inspection Configure and view the
Statistics messages statistics in APR

inspection state at each port

18




DHCP Snooping

Configure and view the switch

Property and state
Configure and view the DHCP
Statistics message statistics received by

each port

Option82 Property

Configure and view the attributes
related to Option 82

Option82 Circuit ID

Configure and view the Circuit ID
of Option 82

IP Source Guard

Port Setting

Configure and view the state at
ports

IMPV Binding

Configure and view the binding
tables of IP, MAC, Port and
VLAN

Save Database

Configure and view the storage
and info of the binding table entry

ACL

MAC ACL

Configure and view the MAC ACL
rules

MAC ACE

Configure and view the MAC
ACE table entries

IPv4 ACL

Configure and view the IPv4 ACL
rules

IPv4 ACE

Configure and view the IPv4 ACE
table entries

IPv6 ACL

Configure and view the IPv6 ACL
rules

IPv6 ACE

Configure and view the IPv6 ACE
table entries

ACL Binding

Configure and view the ACL rules
and the port binding application

QoS

General

Property

Configure and view the QoS
switch and state

Queue Scheduling

Configure and view the algorithm
of queue scheduling

CoS Mapping

Configure and view the priority
and local queue mapping table

DSCP Mapping

Configure and view the priority
and local queue mapping table

IP Precedence
Mapping

Configure and view the priority
and local queue mapping table

Rate Limit

Ingress/Egress Port

Configure and view the
configuration of port rate limiting

19




Egress Queue

Configure and view the rate
limiting configuration based on
egress queue

Diagnostics

Logging

Property

Configure and view the switch and
state

Remote Server

Configure and view the address of
remote servers

Ping

Network diagnostics by Ping

Traceroute

Network diagnostics by
traceroute

Copper Test

Electrical interface link
diagnostics by VCT

Fiber Module

Check the SFP module at optical
interfaces

uUbLD

Property

Configure and view the switch and
state

Neighbor

Configure and view the neighbor
state

Management

User Account

Configure and view the user info

Firmware

Upgrade

Update software

Configuration

Upgrade

Update configuration files

Save Configuration

Save the configuration files
supporting device running

SNMP

View

Configure and view the SNMP
function view table entry

Group

Configure and view the SNMP
group

Community

Configure and view the SNMP
Community

User

Configure and view the SNMP
user attributes

Engine ID

Configure and view the SNMP
and remote Engine IDs

Trap Event

Configure and view the SNMP
Trap switch and state

Notification

Configure and view the SNMP
Notification server state

RMON

Statistics

Configure and view the message
statistics history of all ports

History

Configure and view the history
record state

Event

Configure and view the event
state

20




Configure and view the alarm

Alarm state

3 Status

3.1 System I nformati on

According toonrhec tsemd,t cheb net wor k management p.
the port and product info, incl.: number of pol
functiodm ©nat es, et c.

l nstructions:

1Click the AStatus > Svyavtigmtlimfnorbmat iasn & oil A otwte

2 4 6 8 :

- g B |
D gy 00 6
\_ 1 3 5 7 9 10

| POE-GSHB302M
i POE-GSH202M
System LDCﬂtil;T'l:: default

Airlive

B02MA100049

MAC Address | 00:4F:4C:00:05:A0
192.168.2.1

i)
fedl: 247 4cfi-fe00:5a0/64 08:44:00 08:45:00 08:46:00 08:47.00
Time

Systemoil_l;- 1361412728211
0 day, 0 hr, 48 min and 17 sec
i 2021-01-01 08:16:08 UTC+8

100%
90%
i 32030 .
Jan 15 2021 - 17:04:13 —
10023 60%
i Jan 15 2021 - 17:06:53 50%
40%
1 Disabled 30%
Disabled 20%
10%
HTTP | Enabled
0%
| Disabled 081200 081300 081400 081500
: Time
1 Disabled

Description:

21
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Move t hea mparste

ALocati

St at st

Na me o,

3.2

[
manual
ck

[
ntroduce t he

l'y by
t he

us

i i St

t he
i ContaancBi a i

No.
sh.t

to check port ra

type,
product

ono and he

I CS

dettai d epdorfd oavndttahe stinte B0 be r

er s.

atus > Port > Statisticso in the

[GE3 v |

All

0 Interface
. Etherlike

) RMON

) None
() 5sec
10 sec
30sec

210
318
i 0

1 185065
212
1422
' o
160
153
L 770
652

Description:

ACl earo the f

60938

ow statistics at the current por
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3.3 MAC Aldadbrlees s

View MAC address table information
l nstructions:
1Click the AStatus > MAC Address Tabl

MAC Address Table

e0 in the

Showing 10 v entries Showing 1 to 10 of 65 entries Q
VLAN | MACAddress | Type | por | ]
1 00:4F:4C:00:05:A0 Management CPU
1 00:08:0E:0F00.ED  Dynamic GE2
1 00.CF:E0:52:BD:4F Dynamic GE3
1 00:CF:E0:52B0:88  Dynamic GE3
1 00:E0:4C:00:53:35  Dynamic GE3
1 O00:E0:4C:2E:2C:B3  Dynamic GE3
1 00:EQ:4C:2E:2C:DD  Dynamic GE7
1 O00:E04C:2E:20:4C  Dynamic GE3
1 00:E0:4C:93:C3:00 Dynamic GE3
1 00.E0:4D:36:99.E4 Dynamic GE3
First | | Previous | [0 |2 |3 |4) |5 | Next| | Last
Clear | | Refresh
I nterface data are as foll ows.
Query Items Description
MAC Destination MAC Address
VLAN VLAN ID belonging to MAC address
Port Message egress corresponding to MAC address
Dynamic MAC Address refers to the entry which will age with
the set aging time. Switches can add entries based on the
Type learning mechanism of MAC address or manual creation.
Static MAC address refers to the specified table which is
manually configured and will not age.
23
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Management MAC address refers to the address at the
management port.

3.4 Reboot

1. Click the ARebootodo on the upper right as gu

Save | Logout | Reboot | Debug

Reboot the system and unsaved changes in the
configuration will be lost. Do you want to
continue?

4Net wor k

4. 1 | P Addr ess

Change the management | P address on web interf
I nstructions:

1Click the ANetwork > | P Addresso in the navig
192.168.2.1/24 by default as foll ows:

2 Repeat this dtSem,t i<l eacdtdrteltses type, enter the
192.168.2.1, the subnet mask of 255.255.255.0
192.168.2.25&i nfidpplyod and

24
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(@) Static

E Address Type | ) Dynamic

IP Address | [192.163.2.1 |

Default Gateway | |192.163.2.254 |

'
Il
I

a

| Auto Conﬁguration} | Enable
DHCPVG Client | (1| Enable
IPvﬁAddressE |
-------- Prefix Lem-;-th",é o (0-128)
-------- IPV6 Gateway [

| IPvaAddress| 19216521

IPv4 Default Gateway 192.168.2.254

C Sub IPvU;(-!-d-r-(;-s;} 0.0.0.0
Ipv“ddress

1Pv6 Gatev;;;} -

© Link Local X&:;r:;:} fe80::1622:a311:1e00:24/64

Apply
4. 2 DNS

DNS is short for Domain Name System to name com
urnis to domain hierarchies. A domain name consi st
words or abbreviations, each corresponding to a
the I nternet that resolves domain naméewor Kgpl i cat
DNS name retrieves computefisiamd| yemamess ®BBrong
core I nternet services, DNS is a distributed dai
addresses mutually.
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l nstructions:

1.Click on the ANetworilon> bRMS@si f ottHeowsavi gat

DNS Configuration

() Disable

DNS Status @ Enable

DNS Default Name | (1 to 255 alphanumeric characters)

Apply

DNS Server Configuration

Q|

l 0 results found. l

[ Add | Delete

)

I nterface data are as foll ows.
Configuration Items Description

DNS State DNS switch

DNS Default Name Enter the DNS default name

2AAddo to configure DNS server.

Add DNS Server

| IPv4/IPV6 Address | 114114114114

33AApplyo and finish as foll ows.

pNS Server Configuration

(- 114.114.114.114

[ Add ] [ Delete ]
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4

I
S
I

1.

3

t i sumadnlty

aving time, et

nstruct.
Click

ons

on t he

conf i

System Ti me

gure the system ti

c.

iNet wor k >

me ,

System Ti meo i

O SNTP
() From Computer
(® Manual Time

UTC +8:.00 v

Source

Time Zone

Adiress Type @® Hostname

O IPv4

Server Address |

Server Port |123

Date | [2019-01-01

Time | [09:07:05

(1 -65535, default 123)

YYYY-MM-DD

HH:MM:SS

-

® None
(O Recurring
Type i (O Non-recurring
O USsA
(O Europen
Offset | |i0 Min (1 - 1440, default 60)
From: Day|Sun V] Week[Firsl v Month Timel
Recurring
To: DayiSun v Week[First VI Month lﬁn v Tlmel
From: | YYYY-MMDD | HH:MM
Non-recurring
To: | YYYY-MM-DD | HH-MM

Current Time E 2019-01-01 09:07:05 UTC+8

Apply

and

he



Il nterface data are as foll ows.

Configuration Items

Description

Time Source Select the time source in SNTP, PC or manual modes
Time Zone Set the time zone

Address Type Host name or IPv4 address (with time source set by SNTP)
Server Address Server Address (with time source set by SNTP)

Server Port No.

Server Port No. (with time source set by SNTP)

Date info: DD/MM/YYYY (with time source set in manual

Date mode)
. Time info: SS/MM/HH (with time source set in manual
Time
mode)
Type Daylight-saving time types are divided into None, cyclic, non-

cyclic, United States and Europe.

Reimbursed Time

Reimbursed Time of daylight-saving time

Cyclic Mode

Configure the cyclic mode of daylight-saving time

Non-cyclic Mode

Configure the non-cyclic mode of daylight-saving time

5 Port

5.1 Port

Il nterfaces s
Et hernet i nt

Setting

hould be identiddrefdi gswr d.hat
erfaces as they want.

l nstructi ons:

1. Click the

Port Setting Table

APort > Port Settingd in the

Q

| Entry | Port | Type Description | State | Link Status Speed | Duplex | FlowControl | |
1 GE1 1000M Copper Enabled Down Auto Auto Disabled

\ 2 GE2  1000M Copper Enabled Down Auto Auto Disabled \
3 GE3 1000M Copper Enabled Down Auto Auto Disabled

\ 4 CE4 1000M Copper Enabled Down Auto Auto Disabled \
5 GE5 1000M Copper Enabled Down Auto Auto Disabled

\ 6 GEBG  1000M Copper Enabled Down Auto Auto Disabled \
7 nE7 40NN Cannar Enahlad MNAwn Antn Auntn Nicahlad

28
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2. Sel ect t

Edit Port Setting

he port(s) to be configured, and

......................

______________________
----------------------

......................
......................

......................

Port! GE1-GE3

Enable

Auto

Auto - 10M
Auto - 100M
Auto - 1000M

Auto - 10M/100M

Auto
Full
Half

Auto
Enable
Disable

10M
100M
1000M
106G

nterface fdodtlao wesr.e as

Configuration Items Description

Port Port list

Description Port alias

State Enable or disable port
Configurable auto negotiation with mandatory 10 Mb, 100 Mb and

Speed 1,000 Mb states. Interface rates including 10Mbit/s, 100 Mbit/s

b and 1,000 Mbit/s are available to Ethernet electrical interfaces and

are optional as required.

Duplex Configurable auto negotiation with full or half duplexes.
After it is enabled on both local network and opposite network
devices, the local one will notify the other to stop transmitting
messages in the presence of network congestion. The opposite
one will execute the command temporarily to ensure zero
message loss.

Flow Control

Disable-Disabled reception and transmission of PAUSE frame;

Enable-Enabled reception and transmission of PAUSE frame;

Auto negotiation-Negotiate PAUSE frame with opposite network
devices automatically.

29
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5.2 Error Di sabl ed

I n general, if the software of the switch dete
closed i mmediately. I n other words, when the o
some error events on the switch poprott,. t he swit

I nstructions:

1. Click the APort > Error Disabledodo in the navi

configuration as foll ows:

Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

Enable

5.3 Link Aggregation

Link Aggregation broadens bandwidth and reliab

interfacsdaangilret d oagical interface.

LAG (Link Aggregation Group) IiEd herlnegi.cal Il i nk

I i nk sTr(ukntkh .

Ceaselessly expanding network size increases u

reliability. -STpeaaddtionadf ace hihgh compati bl e eq

usually replaced to optimize bandwi dth, which
30
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Link Aggregation Technology bundles multiple p

interface without upgrading hatdwardeg. iImps obas
reliability, but also shares the flow [ oad on
As shown bel ow, Switch A is linked with Switch
are bundl edTriunntko laongiEctahl | i nk. I ts kandwnhé&é@sh eq
in total, thus broadening the bandwidt h. Meanw
to be more reliable.
Eth-Trunk
ge1/4 gel/1 ge1/1 gel/4
SwitchA @?em %smmhe
el/3 gel/3
o’
gel/5 gel/5

Link Aggregation can meet the following demand
I nsufficient bandwidth of two switches conne

I nsufficieorft tmwel isavbhitlcihteys connected with one

5

Link Aggregation can be divided into Manual Mo
accordance with Link Aggregation Control Proto
I n the f i rTsrtunnko dees,t aBbtlhi shment, member interface
manually without LACP.-sharisgaMesdechkekcadsehall
involved in data forwarding and | oad sharing.
average |l oad with the remaining ones. This mod

that two directly connected devices require a |
to LACP.

31
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5.3.1 Group

I nstructions for adding a Static Link Aggregat
1. Click the APort > Link Agagbraelgaantciionng >a |Gy ooruiptoh m
a r addiitd on. AApplyo and finish as foll ows:

(® MAC Address
O IP-MAC Address

Load Balance Algorithm

Link Aggregation Table

LAG 1 — ==
LAG 2 — -—
LAG 3 — ==
LAG 4 - —
LAG 5 — ==
LAG 6 e o
LAG7 = —
LAG 8 = -—

o) @ [e) ® [8] @ Jei(©

Edit

2. Sel ect one of 8 LAGs availabl e, AEdi t o the ¢

Edit Link Aggregation Group

LAG: 1
Name ; |
Static
Type 8LACP
Available Port Selected Port
GE1 A
GE2 [II A
GE3
Member GE4
GE5
GE6 g
GE7 v
GES8 v
Apply ][ Close ]

32
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|l nterf ace fdodtlao waesr.e as

Configuration Items Description

LAG There are 8 LAGs numbering from 1 to 8.

Name Description of LAG, which can be modified as needed.
Type Select from the manual mode and the LACP mode.
Member Up to 8 member ports are available in LAG.

Il T ustration:
As shown bel ow, Switch A and Switch B connect
Et hernet respectively, with | arge data flow be

Both Switch A and B are expected to provide

communicati on. Meanwhi |l e, t her e shoul d be t h
transmission and | inks.
Net wordkiagg am LAG in manual mo d e

Eth-Trunk
gel/4 gel/1 gel/i gal/4
i gel/2 el/2 :
SwitchA v gei/s SwitchB
N’
gel/5 gel/s

33
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I nstructions:

1. Create the ETH trunk interface in SwitchA a
the Iink bandwidth. The configuration of Switc
Click the APort > Link AMglgACe gladt iaomnd >p oGrto u®@el,, C

and move them to the selectedadnmshtfoldmowshe rig

Link Aggregation Table

Q|

GE1-GE2

5.3.2 Port Setting

Attribute configuration of aggregation group m
1. Click the APort > LinlknAggr edatiadmnr>»bRaret cH¢
interface of aggregation group member port as

Port Setting Table

[ LAG1 Enabled Down Auto Auto Disabled
[] LAG2 Enabled Down Auto Auto Disabled
[] LAG3 Enabled Down Auto Auto Disabled
[ LAGH4 Enabled Down Auto Auto Disabled
[0 LAGS Enabled Down Auto Auto Disabled
[J] LAGS6 Enabled Down Auto Auto Disabled
[0 LAG7 Enabled Down Auto Auto Disabled
[] LAGS Enabled Down Auto Auto Disabled

34
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5.3.3 LACP

LACP (Link Aggregation Control Protocol ), b a
dynamically aggregates and disaggremgm@ma®ist d i nks
net work devices through LACPDU (Link Aggregat:i

After a port wuses LACP, it owi | inform the op]
system MAC, port priority and No., and operat.
opposite device will compare such info with th

t hus reaching an agreement on port participatf
aggregation.

Dynamic LACP aggregation is automathiadalilsy, cr e
internal ports can be added or removed by them
same device with the same rate, duplex, and ba
I nstructions for adding a dynamic |Iink aggrega

1. Click the APoati en L* n&Gr Agmyd eign t he navigatio
| D and LACP mode, AEdi t o them as foll ows:
Edit Link Aggregation Group

LAG: 2

Name |

() Static

Tyee! § Lacp

Available Port Selected Port

GE1 A GE4 A
GE2 GES5

GE3 GE6

GE7

GES8

GE9

GE10

GE11 v

Member

| Apply ’ ’ Close
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2. Click the APort >Link Aggregation > LACPO in
LACP attributes such as system prifordiltows:port

.........................

.........................

LACP Port Setting Table

Q

| Entry | Port | Port Priority | Timeout |
1 GE1 1 Long ’
2 GE2 1 Long }
3 GE3 1 Long \
4 GE4 1 Long }
5 GE5 1 Long ‘
6 GE6 1 Long }
7 GE7 1 Long \
3 GES 1 Long }
I

|l nt erface fdodtlao wesr.e as

Configuration Items Description

LACP determines the active and passive modes between

System Priority two devices subiject to priority standard.

Port Port list

LACP determines the dynamic LAG member mode subject

Port Priority to the port priority with a superior system.

Timeout It decides the transmission frequency of LACP messages.
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Description:

Pl ease make sure there is no melmhuenrk ibretfeorrfeac ¢
changingpat sewor kot Weorrvwki peatitterfnaiolfs.t he | ocal r
Sshould be consistent with that of the opposite
'l lustration

Et hernet Switch A aggregates 3 ports from GE1
t he | oadmemberacphor t .

Thd ol | ccwinfg g ua ragxiaompd yend ammdfdy namggr egati on.

@ Switch A

Link aggregation ——»(|

E 3
@ Switch B

The following is the configuration of Switch #

Description:

that of Switch B for port aggregation.

I nstructions:

1. Click the APort > Link Aggregation > Groupbo
2, sel e&Et3 GHM1 LACP modRe .ni fsthp lalsg s and

Edit Link Aggregation Group

................

................
................

................
————————————————

................
................

Available Port Selected Port

GE4 A GE1
GE5 GE2
GEb6 GE3
GE7

GES

GE9

GE10

GEM v

................
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5.4 EEE

Port power will be turned down in case of zero
I nstructions:

1.Click the fAPort > EEEO in the navigation bar,

configuration interface as foll ows:
EEE Setting Table

] 1 GE1 Disabled

O 2 GE2 Disabled

O 3 GE3 Disabled

U 4 GE4 Disabled

O 5 GE5 Disabled

O 6 GEB6 Disabled
Edit EEE Setting

Port! GE1-GE2

State | ¢/ Enable

.............

[ Appy || Cose

2.Set the port enable tag and AApplyo to compl e
foll ows:

EEE Setting Table

Enabled

Enabled
Disabled
Disabled

38
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5.5 Jumbo Fr ame

Set themaMiThun Transmiebi drheungart

l nstructi ons:

1. Click the APort > Jumbo Framed in the navig
configuration interface as foll ows:
----------------------- Enable

.......................

5.6 Port Security

The port security feature reonndstéeliet @t hhenet
port through the MAC address table, and only
through this port. When packets sent by other
port security features preventvent Wsawgheoor e
devices from accessing the network and enhance
features can al soMACG addckrde s tpatkelveenfrom fillin
addrflsesodi ng.

l nstructi ons:

1.Click the fAPort =maRorgtat3enurbiatry 60 einn etrhe@ort se

i nterface as foll ows:

...................

State | Enable

...................
...................

...................
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2Click the APort > Port Securityo in the navi

enter the port |l evel configuration interface
Port Security Table
Q | |
w 1 GE1 Disabled 1 0 0 0 Protect Disabled
W} 2 GE2 Disabled 1 0 0 0 Protect Disabled
@& 3 GE3 Disabled 1 0 0 0 Protect Disabled
(] 4 GE4 Disabled 1 0 0 0 Protect Disabled
J 5 GE5 Disabled 1 0 0 0 Protect Disabled
@ 6 GE6 Disabled 1 0 0 0 Protect Disabled
1 7 GE7 Disabled 1 0 0 0 Protect Disabled
Edit Port Security
Port| GE1-GE2

! [ Enable

T | (1-256, defauit 1)

® Protect

1 Restrict

1 Shutdown
| Enable
Apply || Close |

5.7 Protected Port
Messagéds oaflicast , mul ticast, et c. wi || fl ood a
needs no mutual communication someti mes. Under

can separate the messages between two ports.

I nstructions:

1. Click the APortnavPgateohedaPprt¢ibechkh the por
AEdito to switch this function as foll ows:

40
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Protected Port Table

Q| |

GE1 Unprotected
GE2 Unprotecied
GE3 Unprotected
GE4 Unprotected
GE5 Unprotected
GEB Unprotected
7 GE7 Unprotected

Edit Protected Port

BEEEEEBE
[= N & ) I SN S B N R

Port | GE1-GE4
State Protected

[Apply ][ Close]
I nstructions for achieve port isolation:
1.Click the APort > Protected Porto in the navi

and 3 to bApipdygloataedl. fi ni sh as foll ows:
Protected Port Table

Q| |

GE1 Protected
GE2 Protected
GE3 Protected
GE4 Unprotected
GE5  Unprotected

0 O S
D oW N =

22GE1, 2 and 3 fail to commtrsiodatte dmwtoualsl.y 1 i k

41
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5.8 Storm Contr ol

St or ms generated via broadcast, unknown mul t i
prevented as foll ows. These um¢ escsdagdx wialclkebber
respectively. The average rate of the messages

be compared with the max threshold configure
Configured storm policing wilbvebageperbhoemesdceate

the max threshol d.

When a L2 Ethernet interface receives the broc:
messages, the device wil/ forward them to ot he
Local Area Networ k) if theeegeevgninedr bacer
destination MAC addresses. As a resul t, br oadc:

operation performance.
Thr & & nadfsne s s afgleowle ont rboye t epdanl i ci ng
characteristics to stay away from broadcast st

Instructions:

1. Click the APort > Storm Controlo in the navi
related to storm policing such as mode as f ol
(O Packet/ Sec
Madsl} o ot f5ee
(® Exclude
9 O Include
| Appy |
2. Sel ect the appropriate port and AEddito it [

broadcast muunhkamsnuni cast storms at each port

Port Setting Table

Q
_ . Broadcast Unknown Multicast Unknown Unicast -
Entry | Port State — - — - Action
State | Rate (Kbps) | State | Rate (Kbps) | State | Rate (Kbps)
1 GE1 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
2 GE2 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
3 GE3 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
4 GE4 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
5 GE5 Disabled Disabled 10000 Disabled 10000 Disabled 10000  Drop
6 GE6 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
7 GE7 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
Q nea Nicahlad Nicahlad 4nnnn Nicahlad 4nnnn Nicahlad 4nnnn Nran
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3. Configure info such as storm sfwiltlcohwsaind r at e,

Edit Port Setting

: Port! GE1-GE3

| StateJ} ¢/ Enable

.......................... i ¥ Enable

10000 | Kbps (16 - 1000000, default 10000)
! @ Enable

10000 | Kbps (16 - 1000000, default 10000)
{ @ Enable

| [10000 Kbps (16 - 1000000, default 10000

e Drop
Shutdown

5.9 Mirroring

Pomt rr croipiges t he amesesagfwi dadhiot t he destinati on
The copied port is the Source Port, and the ¢
Destination Port accesses to data inspection ¢

messages received to monitor network and troub

Mirroring Destination Port
Mirror Source Port Data Monitoring Device
PC

Il nstance
PC1 and PC2 access Switch A through interfac

Users intend to monitor the messages transmi
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http://baike.baidu.com/view/3555.htm
http://baike.baidu.com/view/1077.htm
http://baike.baidu.com/view/1077.htm
http://baike.baidu.com/view/1077.htm
http://baike.baidu.com/view/1077.htm
http://baike.baidu.com/view/1077.htm

l nstruct.i

1. CI

beconfigured

ck

t he

ons:

AfPort

as

>

f ol

Mirroring Table

Mirroringo

O WS !

t

he

navi

Disabled
Disabled

Disabled

Disabled

"= Allow the monitor port to send or receive normal packets

2. Sel

ect

one

i nterf ace:

sessi

on

Edit Mirroring

and

AEadmftidogunat inon.he

Session ID

State

Monitor Port

1
Enable
GE1 Vv

Send or Receive Normal Packet

Ingress Port

Egress Port

Available Port

Selected Port

GE1 A
GES

GE6

GE7

GES8

GE9

GE10

GE11 v

GE2
~ |cE3
> |GE4

e

Available Port

Selected Port

GE1 A
GES

GE6

GE7

GE8

GE9

GE10

GEM1 v

GE2
GE3
- |GE4

| Apply

][ Close ]
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nterface fdodtlao wasr.e as

Configuration Items

Description

Session ID

The switch has 4 session IDs by default.

State

The mirroring group can be enabled or not.

Monitor Port

Only one ordinary physical port can be selected,
excluding link aggregation port and source port.

Ingress Port

Any message received will be mirrored to the destination
port.

Egress Port

Any message transmitted will be mirrored to the
destination port.
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6 POE Setting

PoE (Power over Ethernet) transmits data signa
phone, WA P, and | P candeerva)ceanadvidhppdliireesctt hceur r
changing the5 exetswarnkg cCaabtl i ng status. |t ensur ¢

and nor mal net work operation to minimize the <c

6.1 PoE Port Setting

I nstructions:
1.Click the APOE Sseatttiinngg® iPnOEt hPeorntavi gati on bal

System info

None

5sec
e 10sec

30 sec

Port Setting Table

Q|
| Entry | Port | PortEnable | Status | Type | Level | Actual Power(mW) | Voltage(v) | Current(mA) | WatchDog.
1 GE1 Enabled Off AF(U) 0 N/A NIA N/A Disabled
2 GE2 Enabled Off AF(U) 0 N/A N/A N/A Disabled
3 GE3 Enabled Off AF(U) 0 N/A N/A N/A Disabled
4 GE4 Enabled Off AF(U) 0 N/A N/A N/A Disabled
5 GE5 Enabled Off AF(U) 0 N/A N/A N/A Disabled
6 GE6 Enabled Off AF(J) 0 N/A N/A N/A Disabled
7 GE7 Enabled Off AF(U) 0 N/A N/A N/A Disabled
o nco Cnahlad NF ACA I n NUIA NUIA NUIA NicrahladA

o

2Select the ports to be configured, and AEdit
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Edit Port Setting

....................

....................
....................

| @ Enable

PortEnable 5 Disable
Enable
pashing i ® Disable

____________________

| nt erface fdodtlao wesr.e as

Configuration Items Description

PortEnable Enable/Disable Poe port power

Enable/Disable Poe port watchdog function; After
enabling the watchdog function, when the POE port is
continuously powered but there is no traffic, the POE
watchdog will be triggered. After 2 minutes of detection,
the power supply will be stopped and then powered on.
The total detection cycle is 5 times

WatchDog

6.2 POE Port Timer Setting

I nstructions:
1Click the APOE Setting > POE Port Timer Setti
Poe schedul eFi nmiAsghollajsio wan d
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Port |GE1 :

Q

]
®

¥ ¥ @

2 72 R 1 R

&l

M @ @

= ™

Mon
Tue

Wed [¥]

™

&

™
]
7]
=

¥ @

M ™

2 2 2 2 72 72 2 2 [ 1 [

®

¥ @
2 2 2 2 2 [

®

®
™

Sun [¥]

Thu

@
5]

Fri

¥

M

M

Sat

v ™

v ™

ng

.,restarted

POE Port Ti mer Reboot Setti

3

6 .

C a np ooret

supply

power

ng, the
ons:

nstructi

setti

By

Rebooc

mer

Ti

POE Port

>

ng

AnPOE Setti

ck the
| ows:

1.Cl

f ol

Port Setting Table

Q|

00:00:00
00:00:00

00:00:00
00:00:00

00:00:00

00:00:00

00:00:00

00:00:00

GE1
2 GE2
3 GE3
4 GE4
5 GES5
6 GE6
7 GE7

1

@

00:00:00
00:00:00
00:00:00

00:00:00

00:00:00

00:00:00

Aan-An-AN

~ra

conf i

he

t

fi E diirnttoe rt foa ceen.t er

and

the port

ect

2.Sel
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Reboot Timer Edit Port Setting

Minute |00 v Second |00 v

Minute 00 v Second 00 v

| nt erface fdodtlao wesr.e as

Configuration Items Description
Port Port list

Set the time synchronization time when PoE port turns off

RebootTimer POE power supply. It only supports setting to minutes

After the PoE power supply is turned off at the restart time,
DelayTimer the delay time to restart and turn on the power supply can
only be set to minutes

ANot: e

To use this function, yosuy mceherdonioz asteiton.he sy
The minimum granul aritymitnuteesof Poe port res
When the restart time is sett., the delay ti me
., When the delay time is 00:00:00, ibonmeans th

/7 VLAN

VLAN is formulated not restricted to physical
same VLANplcamedeat will. As shown below, each V
divides a physical LAN into | ogical LANs. Host
traditional communicati on. For the hosts in di

or L3 swittch is a mus
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Router

Switch Switch

S5 o S5 o
T

VLAN A VLAN B

VLAN is superior to the traditional Et hernet i

5

Broadcast domain coverage: the broadcast mes
to save the bandwi dt hr elnat énch nidd fefi B hieemmted yw.o r k
LAN security: VLANNhcecate fwaith tachomt her si n
are separated by the broadcast domain in the

or a Layer 3 switch for Layer 3 forwarding.

Flexibility of creating a virtual wor ki ng te
teabmeyond the control of physical net wor k. U
without changing the configuration if their
scope. This management switch is compatible

VLAN types based on 802 .0IrQ,s .prFootro adelfsa,ul MA €,0 n:
802.1Q VLAN mode should be adopted. Port VLA

interface No. Net work administrator gives ea
namely a port default VLAN. Ft owsdanaof aamevi
interface with a PVI D, it owi || be mar ked wi't
additional tag even though the interface has

The solution to a VLAN frame depends on the

definiticomfbhbguures VLAN in case of member mob

50
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7.1 VLAN

7.1.1 CAdate VL

I nstructions for creating a new VLAN:

1.Click the AVLAN > VLAN > Create VLANO to sele
move it to the VLAN creating bax ba ¢heatédh!
AAppl yo and finish as foll ows:

Available VLAN Created VLAN

5 i VLAN2 & VLAN 1 A
5 i |VLAN 3 0
| i |VLAN 4 P

i VLAN: yiaNs i

VLAN 6
VLAN 7
VLAN 8
VLAN 9 b Y

[ #™ |

VLAN Table

Showing! Al v \entries Showing 1 to 1 of 1 entries Q ‘ ]

default Default Disabled

[First | | Previous | (4] | Next | | Last |

Edit || Delete |

2The VLAN created wild.l be displayed in the VLA
as foll ows:
Edit VLAN Name

Name | |VLAN0002

| Apply || close |
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I nterface data are as foll ows.

Configuration Items Description

It is required to select an ID ranging from 1 to 4,094. For
VLAN ID example, 1-3,5,7 and 9. LAN 1 is the default, which will not
be repeated in another new VLAN.

Name It is optional to modify the VLAN description as required.

7.1.2 VLAN Configuration

There are two metmudd.i pOre piosttsouadaer a singl e
is to add a port to multiple VLANs. They are coc
I nstructions for the first method to add the ¢
1Click the AVLANCe»nVLANTratwvadd in the navigat

VLAN I D on the upper left, and then click the

VLAN Configuration Table

VLAN | default v

_Entry | Port | Mode | Membership | PVID | Forbidden
1 GE1 Trunk Excluded Tagged '® Uniagged ;
2 GE2 Trunk Excluded Tagged '® Untagged
3 GE3 Trunk Excluded Tagged '* Untagged v
4 GE4 Trunk Excluded Tagged '* Untagged
5 GE5 Trunk Excluded Tagged '® Untagged
6 GEbB Trunk Excluded Tagged '® Untagoed
7 GE7 Trunk Excluded Tagged '® Untagaed v
3 CE3 Trunk Excluded Tagged '® Untagoed
I nterface data are as foll ows.
Configuration Items Description
VLAN VLAN ID to be configured
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Port Port list

Mode VLAN mode of port
Member roles at the VLAN port:

_ Excluded: the port is out of this VLAN

Membership _ _
Tagged: the port is a tagged member of this VLAN
Untagged: the port is an untagged member of this VLAN

PVID Whether this VLAN is the port PVID

. Whether the VLAN message is forbidden to be forwarded
Forbidden

at this port
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7.1.3 Membership

|l nstructions for the second method to add the
1. Click the AVLAN > VLAN > Me nsbheelreschti ptoh ei np otrhte tr

configured and AEdito to configure its attril
Membership Table
Q 1 GE1 Trunk 1UP 1UP
O 2 GE2 Trunk 1UP 1UP
@) 3 GE3 Trunk 1UP 1UP
Q 4 GE4 Trunk 1UP 1UP
5 GE5 Trunk 1UP 1UP
O 6 GE6 Trunk 1UP 1UP
Q 7 GE7 Trunk 1UP 1UP

Edit Port Setting

Port: GE2
Mode | Trunk
10 A 1UP A
2T
3T
4T
5T
- | |6T
T
Membership Vi sT 203
(O Forbidden
O Excluded
(® Tagged
(O Untagged
[] PVID

[ Apply ][ Close ]

54

oirlive



I nterface data are as foll ows.

Configuration Items  |Description

Port Port list

Mode VLAN mode of port

The port is the attribute of VLAN ID and VLAN:
Forbidden: do not forward the VLAN message
Excluded: the port out of the VLAN

Tagged: The Tagged member of the VLAN
Untagged: The Untagged member of the VLAN
PVID: whether the VLAN is the port PVLAN

Membership

7.1.4 Port Setting

Truoa&anfiguration. Connected with other switche
trunk Iinks to allow the VLAN frames to flow t|
protocol of Trunk |ink and considers the for ma
Newor ks. |t changes the frame fbortma&0 20fl gEtThagr

bet ween the source MA@ratdrcetsffeedd and t he

802.1g frame for mat

6bytes 6bytes 4bytes 2bytes 46-1500bytes 4bytes

Destination| Source [802QT Lengih/
address | address 1 Type

Data FCS

| Pi0 | PRi]cFI [ViD|

2bytes 3bits 1bit 12bits
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Meanings of 802.1q tag fields
Field [Length [Name Analysis
It refers to the 802.1q Tag frame when
TPID |2 bvtes Tag Protocol Identifier to|the value is 0x8,100, which will be
y describe the frame type [discarded if relevant equipment fails to
receive it.
It ranges from O to 7, with the higher
priority represented by larger number.
PRI 3 bits Frame Priority Data frame with higher priority will be
sent preferentially in case of switch
congestion.
. MAC address is classical when CFl is O
Canonical Format . )
. and non-classical when CFl is 1. It
, Indicator to reveal whether oo
CFI 1 bit -_|promotes the compatibility between
the MAC address is ) . .
, Ethernet and token ring. CFl will be 0 in
classical or not.
the Ethernet.
VLAN ID indicates the It ranges from 0 to 4,095, with 1 to 4,094
VID 12 bits  |VLAN to which the frame |valid since 0 and 4,095 are the protocol
belongs. retention values.
Packets sent by each switch supporting 802. 1q¢
the VLAN to which the switch belongs. Therefor
types as foll ows nient wvao rkLLAN swi tching
, Tagged fr ame: it refebsttB8OR2héqgfilTagne adding
, Untagged frame: it refers -tiot t80e2 .0lrg gTiangal fr
Connected with other switches, Trunk interfac

t he VLAN forwa ntehsr otuog hf.l
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Il nstructions for trunk interface configuration
1Click the AVLAN > VLAN > Port Settingo in th
AEdito it to configure the attributes:

Port Setting Table

Q|

. .‘ 7 S ALLTVY - . S T - ) SN LELERL T
(| 1 GE1 Trunk 1 Al Enabled Disabled 0x3100
= 2 GE2 Trunk 1 Al Enabled Disabled 0x8100
(] 3 GE3 Trunk 1 Al Enabled Disabled 0x8100
(] 4 CE4 Trunk 1 All Enabled Disabled 0x8100
(| 5 GE5 Trunk 1 Al Enabled Disabled 0x8100
= 6 GE6 Trunk 1 Al Enabled Disabled 0x8100
O 7 GE7  Trunk 1 Al Enabled Disabled 0x$100
(3] 3 GE2 Trunk 1 Al Enabled Disabled 0x8100
Edit Port Setting
Port i GE4-GES8
@® Hybrid
() Access
Mods () Trunk
(O Tunnel
PVID | |1 (1 - 4094)
@ All
Accept Frame Type | () Tag Only
(O Untag Only
Ingress Filtering Enable
Uplink | [ ] Enable
TPD| | v
[ Apply J[ Close ]
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I nterface data are as foll ows.

Configuration Items Description

Port Port No. to be configured
VLAN mode of port

Hybrid: port in this mode serves as the member of Tagged
and Untagged ports of VLANs

Access: port in this mode serves as the only member of
VLAN

Trunk: port in this mode serves as the only Untagged
member of PVID and the Tagged member of VLANs

Mode

Tunnel: Port Q-in-Q VLAN
PVID Port native VLAN
Message types received by ports

All: all messages
Accept Frame Type

Tag Only: only Tagged messages will be received Untag
Only: only Untagged messages will be received

o A switch to decide to filter VLAN messages excluded at
Ingress Filtering

the port
Uplink Whether in uplink mode or not
TPID Identification No. of VLAN Tag

7.2 Voice VLAN

Traditionally, ACL (Access Control List) wild.l

QoS (Quality of Service) wildl be used to ensur
the priority. I n order to simplify guesmeerntc,onf i gt
Voice VLAN emerges. Enabled interface judges v

according to the source MAC address field acc

message in the source MAC address is the Voice
(Organi zationally Unique Il dentifier) of the wvo
system. The interfaces receiving Voice Data f|
VLAN, thus simplifying user configuration and
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OUl of V®&Ni ce VLA

OUl represents a MAC address field. |l ts addres
bit MAC address and the corresponding bit of
MAC address and matching OUI i s fldi ¢ r minnegd eby
mas k . For exampl e, il-1tAeped MAKe athB FRBBG0O BFEF
the result of execution and <calculation of M A
namely OUI, TwO 0®OOHOdE Q@ @l first 24 bits of t he |

are mattchedhaose of oul , the enabled Voice VLAN
flow and the ingress device as the Wdiceee Dat a f
VLAN is divided for user Voice Data fl ow. Voi
i nterf acwist hl ivnckiecde devices to transmit the Voi
waw.oice Dat-#oaod bBDaha often exist in the same I
a higher priority than other business data dur

del ay aetd Ipag«.
1. Click the AVLAN > Voice VLAN > Propertyo in t

State | [ | Enable

VLAN
Cos /802.1p; L1 Enable

Remarking
Aging Time | 1440

| Apply |

I nterface data are as foll ows.
Configuration Items Description

State Check and enable the Voice VLAN

Specify the VLAN ID added ranging from 1 to 4,094, e.g. 1-
VLAN 3,5, 7and 9, with VLAN 1 by default. Other VLANs must be
added in an untagged way to the port needing links.

CoS / 802.1p Remarking x\éTether to redefine the Voice VLAN message priority or

Aging Time Table aging time
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Port Setting Table

GE1

Disabled

Auto  Voice Packet

T 1
[ 2 GE2 Disabled Auto  Voice Packset
] 3 GE3 Disabled Auto Voice Packet
& 4 GE4 Disabled Auto  Voice Packet
] 5 GE5 Disabled Auto  Voice Packet
J 6 GEB6 Disabled Auio  Voice Packet
G 7 nRE7 Nicahlad Atn \/nira Parlkat
Edit Port Setting
Port: GE1

Mode

QoS Policy

State | [ | Enable

@® Auto
() Manual

® Voice Packet
O All

[ Apply H Close

J

nterface fdodtlao wesr.e as

Configuration Items

Description

Port

Enabled Voice VLAN port

State

Check and enable the Voice VLAN

Mode

Voice VLAN port can be operated in auto mode and

manual mode.
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2. Click the AVLAN > Voice VLAN > cVYaifdeg u®ll d hien
address segment of OUIlI of Voice VLAN as foll «
Voice OUI Table

Showing entries Showing 1 to 8 of 8 entries Q]

[C] 00:E0:BB 3COM

[T] 00:036B Cisco

[[] O00:E0:75 Veritel

[C] 00:DO:1E  Pingtel

[T] 00:01:E3 Siemens

[C] 00:60:B9 NEC/Philips
[] 000F:E2 H3C

[C] 00:.096E Avaya

[ o H e ][ P— ] [First) [Previous) . [Next] Last
Add Voice OUI
oul: | | ]
Description |

[ Apply ][ Close ]

3. Fi Il in corresponding configuration items.

4. AAppl yvbnaall as foll ows.
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\MmOWﬁMe

Showingl Al :| entries Showing 1to 9 of 9 entries Q I

00:E0:BB  3COM
00:03:6B Cisco
00:E0:75  Veritel
00:D0O:1E  Pingtel
00:01:E3 Siemens
00:60:B9 NEC/Philips
00:0F:E2 H3C
00:09:6E Avaya
98:00:36 H7650

5 O O

| First | | Previous | |1 | Next| | Last|

-/

| Add || Edt || Delete |

For exampl e, configure the Voice VLAN in manua
I P telephogyessahegress the Voice VLAN and tra
Create VLAN2 to operate Voice VLAN securely, w

through. I P telephony transmits Untagged voice
Users must culdit o2 @&05enl ) O and configure the V
net working diagram in automatic mode.

Device A Device B

7 Internet
VLA
gel/1

VLAN2

010-1001
0OUI:0011-2200-0000
Mask:fff-ff00-0000
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l nstructions:

1. Create a VLAN to recognize the VLANs where el
AVLAN > VLAN > Create VLANO in the navigatior
|l fson the right. AApplyo and finish:

Available VLAN Created VLAN

VLAN 3 A VLAN 1 7
VLAN 4 VLAN 2

VLAN 5 >

VLAN: |y ANG
VLAN 7
VLAN 8
VLAN 9
VLAN10 v v

VLAN Table

Showing entries Showing 1 to 2 of 2 entries Q|

default Default Disabled

1
2 VLANO0O2  Static Disabled

| First | | Previous | ' | Next | | Last |

| Edt || Delete |

2. Configure the Ethernet interface GE1 of Switc
> VLAN > Port Settingo in the navigation bar,
Hybrid mode:

Port Setting Table

GE1 Hybrid 1 Al Enabled Disabled 0x8100

3.Click the AVLAN > Voice VLAN > Voice OUI 0o in
add the rangaddfre@dhtaMBANCt he first 24 bits of
voice device: O0OFiInli:s2h2 .a sfi Apoplllyoowsand
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Voice OUI Table

Showing entries Showing 10 1 of 1 entries Q]
[ Add ][ Edit ][ Delete J (First] (Previous} ' [Next] [L;astj

4. Enabl e the Voice CMLAN dfhepdrviL AGIEL>. Voi ce VLAN

Propertyo in the navigation bar to enable th
Select port GE1 in the configuration Iist, 0
and finish as foll ows:

State Enable
VLAN ;| |VLANO002 v

Cos /802.4p| ] Enable
Remarking

Aging Time |1440 Min (30 - 65536, default 1440)
Apply

Port Setting Table

O 1 GE1 Enabled Auto Voice Packet
O 2 GE2 Disabled Auto Voice Packet

ZBNote

With the auto, mpdetenwablke forward Voice VLAN
there is no port in VLANZ2.
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Protocol Group Table

Showing entries

Showing 1 to 1 of 1 entries Q |
‘ l | l Group ID | Frame Type | Protocol Value |
| [ 1 Ethernet_lI 0x8888
First | | Previous | |1 | Next | | Last
| Add || Edit || Delete |
Add Protocol Group
Group ID
Frame Type ;| |Ethemnet_II v
Protocol Value | 0x |
| Apply H Close ]
I nterface data are as foll ows.
Configuration Items Description

Group ID

Protocol VLAN Group

Frame Type

Frame types: Ether2, LLC, RFC 1042

Protocol Value

It ranges from 0x600 to OXFFFE
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7.3 Protocol VLAN

Protocol VLAN distributes different VLAN | Ds &
and encapsulation format of ntleefme®sages recei
Admi ni strators should prepare the mapping sche
Et hernet frame and VLAN I D which wil!l be adde
Strengt h: Such division method wil/ enhance t|
binding thesaeviwoes and VLANs. Shortcomings:

mapping relation scheme i s necessary. Addr ess
analyzed and <converted, thus |l eading to a | o
consumed.

I nstructions:

1. Cl i ck AMe> AiPrLot ocol VLAN > Pr ot ocasl fGoxlolugws :i n



2. Fill in corresponding configuration items.
3. iAppl yvdDnaat.

Protocol Group Table

Showing entries Showing 1 to 2 of 2 entries Q I
| 1 Ethernet Il  0x8888
O 2 RFC_1042 0x8889

4. Click the AVLAN > Protocol VLAN > Group Bind
the protocol No . , port No . and VLAN | D, t o [

foll ows:

Group Binding Table

Showing entries Showing 1 to 1 of 1 entries Q]

] GE1 1 10

First | | Previous | (1) | Next | Last|

| Add || Edt || Delete |
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Description:

Configure the matching protocolpgoltPwdland | Pve6
For exampl e, PC1 and 3 can access mutually, \
binding with VLAN1O. PC2 and 4 can access muf
protlicmdi ng with VLAN2O0.

Net wor king diagram of protocol VLAN division
PC3 PC4
IPV4 IPV6
VLAN10 VLAN20
SwitchB

gel/2 gel/3

gel/2
Switcha 981/3

PC1 PC2
1PV4 IPV6
VLAN10 VLAN20

I nstructions:

1.Create a VLAN to recognize the VLANs where en
> VLAN > Create VLANO, add the VLAN1O and 20
Creating Li sitApopnl ytoh ea nrdi gfhitn,i s h:

Available VLAN Created VLAN
VLAN 2 A VLAN 1
VLAN 3 VLAN 10
VLAN 4 VLAN 20
VLAN ! |VLAN 5
VLAN 6
VLAN 7
VLAN 8
VLAN 9 v v
[ Apply
VLAN Table
Showing entries Showing 1 to 3 of 3 entries Q]
@ 1 default Default Disabled
O 10 VLANO010 Static Disabled
C)20 VLAN0020 Static Disabled
First | | Previous | |1 | Next | | Last
[ Edt || Delte
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2.Configure GE2 and GE3 interfaces of Switch A
VLAN > Port Settingbo, AEdi t o the interfaces i
Port Setting Table

Q|

Trunk Enabled Disabled 0x8100
Hybrid Enabled Disabled 0x8100

Hybrid Enabled Disabled 0x8100
Trunk Enabled Disabled 0x8100
Trunk Enabled Disabled 0x8100

3Add the Untagged GE2 and GE3 to VLAN1O and V
AVLAN > VLAGorf iVdEWMNati ono, dr opVAAMNDO tdred | i st
the Untagged GE2 port. Foll owing the same s
VLAN2O as foll ows:

VLAN Configuration Table

VLAN |VLANO0010 v

Q|

1 GE1  Trunk @® Excluded OTagged O Untagged
2 GE2 Hybrid O Excluded O Tagged ® Untagged
3 GE3 Hybrid  ®@Excluded OTagged O Untagged

ooo
B (E| S

VLAN Configuration Table
vLAN

® Excluded OTagged O Untagged
GE2 Hybrid ® Excluded O Tagged O Untagged
GE3  Hybrid  OExcuded OTagged ® Untagged
GE4 Trunk ® Excluded O Tagged O Untagged

1
2
3
4

1 ] = (e B |
gooon

4 Add the Untagged GE2 and GE3 interfaces of Sw
links. Stepsamade3like step 2
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5, Add the Tagged GE1 interface of Switch A to \
VLAN > VLAN ConfigurationoVL AINIoQp admdvnt ieh eTalgigs
member of GE1l. Configure VLAN2O0O similarly.

VLAN Configuration Table

VLAN |VLANOO10 v

1 GE1  Trunk O Excluded ®@Tagged O Untagged [l O
VLAN Configuration Table
VLAN |VLAN0020 v

1 GE1 Trunk O Excluded ®@Tagged O Untagged O [l

6.Rel ated protocol and VIKAMccYELANNIgDd oarntd eapsiodr
type and encapsulation format of the message:
AVLAN > Protocol VLAN > Protocol Groupo in tt
protocol groups:

Protocol Group Table

Showing entries Showing 1 to 2 of 2 entries Q I
[l 1 Ethernet_II 0x0800
O 2 Ethernet_Il  0x86DD
[ Add ” it ” Dololo J First] [Previous} . [Next] Last

7.Port, protocol bgndupg. actdli kANGrOoGYLANGro®p ot
Bindingo, fAAddo to bind GE2 and binding group
and binding group I D2 with VLAN2O0:
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Group Binding Table

Showing entries Showing 1 to 2 of 2 entries Q l
l |___]‘ Port] GrouplDI VLAN I

[0 GE2 1 10

\ [] GE3 2 20

|| First | | Previous | | 1 | Next | | Last

| Add || Edi Delete

7.4 MAC VLAN

MA@ ased VLANs are divided subj ercdat woor kt hcea r MIA C
Admini strators wil/| prepare the mapping scheme

which wi || be added if ftfhamesvi tch receives unt

Strengt h: There-cionfhngumeeWLAN whken the physic

terminal uswvér chhaeamgalg,es user security and acce
|t applies to the scene where network card a
infrequently replaced, with members defined in

I nstructions:
1Click the AVLAN > MAX iviL AANh e nVWBAVCG ¢Gatoiugpn bar, a
MAC group as foll ows:
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MAC Group Table

Showing entries Showing 1 to 1 of 1 entries Q l
|| GroupID | MAC Address | Mask | |
] 1 00:0A:5A:00:00:00 24 '
First | | Previous | |1 | Next | | Last
| Add || Edit || Delete |

Add MAC Group

Group ID ]2

MAC Address ]00:22:00:22100122

Mask | |48 x| (9
Apply H Close ‘
I nterface data are as foll ows.
Configuration Items Description
Group ID MAC VLAN Group ID
MAC Address The MAC address to be bound with VLAN

It indicates the MAC address port. Enter 48 if it is an
Mask exact match. Others should be consistent with the
masks of IP addresses.

For exampl e, a company with high info securit.\
access the internal net work. As is shown, S Wi
Switch A while its downstream ports connect PC
can eascsc t he internal network througlkba8wiotch A a
71
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Configuration | ogic: foll owing steps are wused

addr ess.

1. Create a relevant VLAN.

2. Add Et hernet interfaces to the VLAN in a cor.

3. Connectb AtINnewiM h t he MAC addresses of PC1, 2 a
Data preparation: foll owingodhdtigughdaulodh.be pre

B

nstance:

Set GE1 PVID of 100 on the switch.

Set GE1 to access VLAN1O in the Untagged way
Set GE2 t o acctelses TalgAgNeld0 wiany on t he switch.
Set the Switch A interface by defYuUAN]1l namel
in an Untagged way.

Connect the MAC addresses of PC1, 2 and 3 wi

Draw a networking diagram faddVieANediivi si on ba

nstructions:

1. Create a VLAN to recognize the VLANs where el

AVLAN > VLAN > Create VLANO in the navigatio

Creating List on the right, #AApplyodo and finis
VLAN Table
Showing | All v | entries Showing 1 to 3 of 3 entries Q
| VLAN | Name | Type | VLAN Interface State |
1 default Default Disabled
10 VLANOO10 Static Disabled
100 VLANO100  Static Disabled
First | | Previous | | % | Next | | Last
Edit || Delete
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2. Configure SwiHg¢bhbsdGmade with PVID of 100 to
member of VLAN10O. Configure GE&Zgded Tmaimike rmo d «
of VLAN1O.

Port Setting Table

] 1 GE1 Hybrid 100 Al Enabled Disabled 0x8100
O 2 GE2  Trunk 1 Al Enabled Disabled  0x8100

Membership Table

O 1 GE1 Hybrid 1U, 10U, 100P 1U, 10U, 100P

O 2 GE2 Tmunk 1UP, 10T 1UP, 10T

O 3 GE3 Tmunk 1UP 1UP

3. Configure the Switch Ads interfaces by def aul

in an Unt &Cpgeckcwayt.he MAC addresses of PC1, 2
Click the AVLAN > MAC VhaWi gaMAGGn Gbaupoennett
addresses o0of0OOR®A2Z)0,02PDNIEODHIB)3 and PC3 (004
0044044), with -bhe masaskt dfmats8 h as f ol

MAC Group Table

Showing entries Showing 1 to 3 of 3 entries Q]

00:22:00:22:00:22

00:33:00:33:00:33

00:44:00:44:00:44

[Fiit] [PreviousJ . LNext] LLast]

| Add || Edt || Delete
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4. Click the AVLAN > MAC VLAN > Group Bindingo
AAddo to select the Hybrid port onl vy, MA C

g
VLAN | D. AR ppplsyhd and
MAC Group Table
Showing entries Showing 1 to 3 of 3 entries Q I
| 00:22:00:22:00:22
00:33:00:33:00:33
00:44:00:44:00:44
, | First | | Previous | [ 1| | Next| | Last |
| Add || Edt || Delete D D S S
5, Configuration verification
Only PC1, 2 and thehawmd eacncads snettovor k.
7.5 Surveillance VLAN
Surveillance VLAN is mainly wused for video st
priority of such packets in the transmission p

I nstructions:

1. Click the&euiVieANIance VLAN > Propéerotlyloowisn t he

State | [ | Enable

VLAN
Cos /802.1p; ] Enable

Remarking

Aging Time |1440 Min (30 - 65536, default 1440)
| Apply |
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Il nterface data are as foll ows.

Configuration Items

Description

State

Check and enable the Surveillance VLAN

VLAN

Specify the VLAN ID added ranging from 1 to 4,094, e.g. 1-
3,5, 7 and 9, with VLAN 1 by default. Other VLANs must
be added in an untagged way to the port needing links.

CoS /802.1p Remarking

not

Whether to redefine the Voice VLAN message priority or

Aging Time

Table aging time

Port Setting Table

Q

oty [ port | state | Mode | oS poiiey |

D M kW N
0]
m
NN

Edit Port Setting

GE1 Disabled Auto Video Packet
GE2 Disabled Auto Video Packet
GE3 Disabled Auto Video Packet
Disabled Auto Video Packet
GES Disabled Auto Video Packet

GE6 Disabled Auto Video Packet
7 RE7 Nicahlen Autn \fiden Parkat

....................

....................
....................

All

....................

State | Enable
Mode | © Saro
Manual
Qos Policy | e Video Packet
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|l nterface fdodtlao wesr.e as

Configuration Items Description
Port Enabled Voice VLAN port
State Check and enable the Surveillance VLAN
Mode Surveillance VLAN port can be operated in auto mode and
manual mode.
QoS Policy Select the message to be affected by QoS
2. Click the AVLAN > Surveillance VLAN > Survei |l
configure the address segment of OUI of Sur v

$gweijlal1c§ Qul Tablg

Showing \_All v  entries Showing 0 to 0 of 0 entries Q 1 |

' 0 resulis found. '

[ First| | Previous | [4) | Next| | Last |

| Add || Edt || Delete |

Add Voice OUI
oul; | | ]
Description | |
[ Apply ” Close ]
3. Fill in corresponding configuration items.
4. AnAppl yvdbnaall as foll ows.

SurvfeillapcreWQlijliTabile

Showing l‘AII v | entries Showing 1 o 1 of 1 entries Q I J

'D 98:00:36 H7650 '

| First | | Previousm | Next | | Last |

| Add || Edt || Deete |
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7.6 GVRP

GVRP VLAINstrreagi on protocol is an application ¢
protocol, which provides 802.1Q compatible VL
VLAN establishment on 802.1Q trunk port trunk

GVRP switches cancenftihgumgat iVArANIi nf or mati on wit

unnecessary broadcast and unknown wunicast traf

dynamically on switches connected through 802.
GI D and Gl P are used i n GVRP, whi ch provi de
decription and information dissemination mechc¢

respectivel y. GVRP only runs on 802.1Q trunk |
that only the active VLAN is transmitted on th

VLAN hteo ttrunk | i ne, it first receives the joir
update information and ti mer can be changed
operating modes to control how they tailor VL.

manage VLAN for VLAN
daabase
GVRP supports the propagation of VLAN infor mat

VLAN information of a switch can be configured
the network can dynamically understand the VLA
any txwi and connect to the required VLAN. I n or
compatible network interface card (NI'C) should
can be configured to join the required VLAN, a
switch. The comewcnioatbenween NI C and switch i
VLAN connectivity is realized between NIC and
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7.6.1 P

Gl ob al and

l nstructio

1.Cl i ck the

roperty

port configuration
ns:

AVLAN > GVRP > Propertyo

.................

_________________

________________________________________________________________________________________________________________________

|l nterface

data are as foll ows.

Configuration Items

Description

State

The GVRP feature is globally enabled by setting

A value in the range of 1-20cs, i.e. in units of one

Join hundredth of a second. The default value is 20cs.
leave A value in the range of 60-300cs, i.e. in units of one
hundredth of a second. The default is 60cs.
A value in the range of 1000-5000cs, i.e. in units of one
LeaveAll

hundredth of a second. The default is 1000cs.
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2Click the AVLAN > GVIRR iy aRrn omerbtayq iseltelte t he

AEdito to enter the configuration interface a

Port Setting Table

Q
| Entry | Port | State | VLAN Creation | Registration |
1 GE1 Disabled Enabled Normal
2 GE2 Disabled Enabled Normal
3 GE3 Disabled Enabled Normal
4 GE4 Disabled Enabled Normal
5 GE5 Disabled Enabled Normal
6 E6  Disabled Enabled Normal
7 GE7 Disabled Enabled Normal
2 [RER  Nicahled Enahled Narmal

Edit Port Setting

________________________

Port! GE1-GE2

........................
........................

State | Enable

........................
........................

VLAN Creation | ¥ Enable

........................
........................

e Normal
Registration | Fixed
Forbidden

........................

I nterface data are as foll ows.

Configuration Items Description

Port Port list

State Enable or disable the GVRP function of the port
VLAN Creation Enable or disable to create VLAN automatically

Three registration modes of GVRP

Normal: Allow dynamic VLAN to register on the port, and
_ _ send declaration messages of static VLAN and dynamic
Registration VLAN at the same time

Fixed: Dynamic VLAN is not allowed to register on the port,
only static VLAN declaration messages are sent
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Forbidden: Dynamic VLAN is not allowed to register on the
port. At the same time, all VLANs except vlanl on the port
are deleted, and only vlanl declaration message is sent

7.6.2 Membership

View GVRP dynamic member informati on
I nstructions:
1. Click the AVLAN > GVRP > Membershipo in the

Membership Table

Showing | All v | entries Showing 0to 0 of Dentries | |

0 results found.

| First | | Previous | |1 | Next| | Last |

Il nstructions:
1. ClickhveLWA& > GVRP > Statisticso in the navigat
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R Port| [GE1 v

rmmmmmm?.A“

Statistics ?;i’esixt

: ; Error

r:::::::n::::=? =

Refresh Rate 280C

| | 10 sec

____________________ 30sec

Receive |

E Joinempty | 0

?mmm?ﬁgjo

T leave Empty | 0

?mmmmgﬁﬁo

?mmﬁ;xﬁjo

f"""“TZ;ZZﬁjo
8 MAC Address Tabl e
Et hernet switches are mainly innovated to foryv
data |ink |l ayer. That is, MAC address will trar
according to the purposes. MAC address forwardi
addresses and forwarding ports, which is the b
MAC address forwarding table contains followin

Destination MAC Address

VLAND belonging to port
, Forwarding ingress No. of this device
There are two message forwarding types accordi
., Unicast mode: the switch directly transmits

when MAC address f oriwar deionrgr etspmlnedi agnteaat r i e

destination MAC address.
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Br oadeoadd/hehhewi relteit hmessagetdheéesti nati on

addr ess -bfiutlsl, ododr Ft here is no entry correspon
address in the fewwacHi wgltabbewattdet he mess
excluding the receiving port in this way.

8.1 Dynamic Address

Aging time and table info of MAC addresses car

page.

MAC address tabl e needs c o nnsettawnotr k u pcdhaatnegse st o

automatically generates entries that are | imit
entries not refreshed after expiration wil!/l be
recalculated if its retctomowd.i s refreshed before

Proper aging time helps to achieve the aging t ¢
ti me may | ead many switches broadcast to discc
addresses, thus i perdenmangethe switch

Aging too | ongs wiatnc hc atucs es avhee out dated MAC add
exhausting the forwarding resources and failin
on network changes.

The switch may remove valid MAC address table
thus redwcidngqgf efwiciency. I n general, the agi

seconds by default.
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I nstructions for aging time setting:

1. Click the AMAC Address Tabl e > Dyna

configuration and view interface:

mi c Addr e

Aging Time 5 300

Dynamic Address Table

Showing [1[1 _!__! entries Showing 1 to 10 of 65 entries Q [

| viaN | wmacaddress | port |

1 00:08:0E:0F:00:ED GE3
00:CF:E0:52:B0:4F GE3
00:CF:ED:52:B0:88B GE3
00:E0:4C:00:53:35 GE3
00:E0:4C:2E:2C:B3 GE3
00:E0:4C:2E:2C:.DD  GE7
00:E0:4C:2E:2D:4C  GE3
00:E0:4C:93:C3:00 GE3
00:E0:4D:36:99:E4 GE3
00:E0:66:70:A6:CB CGE3

-t leh wh mh wh ek bl kb

First | | Previous | (40 |2 (3| 4|5 Nex@ Last

Refresh ] [ Add Static Address ]

| nt er face fdodtlao wesr.e as

Configuration Items Description

MAC Aging Time Enter the aging time of MAC address

2. Fi |l in corresponding configuration items.

3. iAppl yvDnaat.

MAC Table stores the MAC address,t h/altAeN No . , | n
|l earned by switches. When forwarding data, it

accordance with t he destinati on MA C

Et hernet frames.

addr ess F:

To check the MAC address tabl e, see Section 3.
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8. 2 StdtessAd

-

Static table is manually configured by users e

whi wihl la great

l nstructi ons:
1. Click the AMAC Address Table > Static Addr ess

Static Address Table

Showing entries Showing 1 to 1 of 1 entries Q I
|| VLAN | MAC Address | Port | |
| 1 00:00:11:11:22:22 GE3

L EE—

First Previousi1 Next | | Last

| Add || Edt || Delete |

Add Static Address

MAC Address |00:00:1 1:11:22:22

VLAN: |10 X
Port: |GE1 -
Apply H Close |

I nterface data are as foll ows.

Configuration Items Description

MAC Required. Enter the new MAC address e.qg.:
HH:HH:HH:HH:HH:HH

VLAN Required. Specify the VLAN ID
Required. Select the interface type and enter the interface
name

Port
Description: it must be the member port of the configured
VLANS.

2. Fi | in corresponding configuration items.

3. iAppl yvDbnaat.
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8.3 Filtering Address

The switch discards trReoenmatguhadi damta frame by
I nstructions:

1. Click the AMAC Address Table > Filtering Ad
Filtering Address Table

Showing | All v | entries Showing 0 to 0 of O entries Q

| VLAN | MAC Address |

0 results found.

l Add ][ Edit J[ Delete] First | | Previous | [ | Next | | Last

Add Filtering Address

.......................

.......................
_______________________

.......................

|l nt erface fdodtlao wesr.e as

Configuration Items Description
MAC Address MAC address to be filtered
VLAN VLAN of MAC address

8.4 Port Security Address

| f the MAC address is set to secure Mac, t he

secure Mac t of graesvse rt,h raonudg htdh es caatr ldeerds  wi | | be
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l nstructi ons:
1. Click the AMAC Address Table > Port Securit
Port Security Address Table

Showing | All v | entries Showing 0 to 0 of O entries Q

| VLAN | MAC Address | Type | Port | |
‘ 0 results found. \

S _ e — First | | Previous 17 Next | | Last
| Add || Edt || Delete |

Add Port Security Address

.......................

_______________________
.......................

.......................

.......................

.......................

|l nterface data are as foll ows.

Configuration Items Description

MAC Address MAC address for security

VLAN VLAN of MAC address

Port Port ID that enables port security

9 Spanning Tree

Redundant 1|l inks are often wused for |ink backup
switching network. However, such | inks wild.l ge
| eadibnrrgoadocast stor m, unstable MAC address | i st
usersd communication quality, or even interrupt

(Spanning Tree Protocol) appears.

Same with the devel opment oifnalt hTTP pdeoftionceod si,n
802. 1D, to RSTP (Rapid Spanning Tree Protocol
MSTP (Multiple Spanning Tree Protocol) defin
upgrading.

MSTP is compatible with RSAMRpatnidbISa Pwiwthh | 8THR.ST
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s shown

The contrast among these 3 protocol s i
The contrast among 3 protocol s
STP Characteristic Application
A tree rid of loops as the solution to
STP broadcast storms and redundant
backups. It converges slowly. _
All VLANSs can be shared without
) ) discrimination in user or business flow.
A tree rid of loops as the solution to
RSTP [broadcast storms and redundant
backups. It converges rapidly.
A tree rid of loops as the solution to
broadcast storms and redundant
backups. It converges rapidly. Distinguish the user and business flow
MSTP for load sharing. Different VLANs
Spanning trees balance the load|forward the flow through separate
among VLANSs. Flow of different ~ |spanning trees.
VLANs will be forwarded subject to
paths.
After STP is deployed, the following
l oops with topology:
, Loop elimination: eliminate possible
i nks.
, Link backupsduadanvatenks to restore
path fails.
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9.1

Property

speci fic n

achieve th

he 1

Configure STP gl obal par ameters. I n
of some devices must be adjusted to
I nstructions:
1. Click the ASpanning Tree > Propertyo in t

T State| (| Enable

S S T P o stP

' Operation Mode | @ RSTP

| 5 MSTP

Path Cost| © Lon9

' i () Short

............................. ) Filtering

i BPDU Handllngi o Flooding

Priority | 32763 | (0- 61440, defautt 32768

§ Hello Time | 2 | Sec (1- 10, default 2)

é MaxAgeg 120 Sec (6 - 40, default 20)

Forward Delay§ 1\15 Sec (4 - 30, default 15)

§ Tx Hold Count | |5 | (1-10, default 6)

Region Name | [1C:2A-A2:00:00:82

Revision | |0 | (0-65535, defauit )

Max Hop | |20 | (1 - 40, defautt 20
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I nterface dat

a are as foll ows.

Configuration Items

Description

State

It is checked by default to enable the spanning tree on
behalf of switches.

Operation Mode

3 modes are available, namely STP, RSTP and MSTP.

Path Cost

In Long mode and Short mode

BPDU Handling

The method to handle the BPDU messages received by
the device

Priority Port priority
Hello Time Intervals between Hello messages
Max Age Max aging time

Forward Delay

Forward delay time

Tx Hold Count

Specify the Tx-hold-count used to limit the maximum
numbers of packets transmission per second

Region Name

MST domain name. Switch master board sets the MAC
address by default. Together with the VLAN mapping
table of MST domain and the revision level of MSTP,
switch domain name will jointly determine the domain to
which it belongs.

Revision The MSTP revision number
Max Ho Specify the number of hops in an MSTP region before
P the BPDU is discarded
2. Fill in corresponding configuration items.

3. AAppl yvDniaat.
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9.2 Port

I n

adjusted for

1. ClicKSplaaning

AEdi to to

Port Setting Table

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

annnn PESII S

Enabled
Enabled

Enabled
Enabled
Enabled
Enabled
Enabled

speci fic

Sett

ng

net wor k

the best
Tr ee
configure

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Enabled
Disabled
Disabled
Disabled
Enabled

>

envi

ronment ,

performance.

Port Settingo

ts attri

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Forwarding
Disabled
Disabled
Disabled
Forwarding

0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00

but es:

STP

Port |
i State |
Path Cost
Priority
g Edge Port |
;"'"""""""'Eﬁbij‘ﬁ&ér‘-
T 0w Guard |
Point-to-Point |

i Enahle

|o
128

[7] Enable
[7] Enahle
[7] Enahle

@ Auto
) Enahle
) Disahle

Disabled
0-00:00:00:00:00:00
128-1

20000

False

False
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I nterface data are as foll ows.

Configuration Items Description
Port The port No. to configure attributes
State Enable STP or not
Enter the path cost value of the interface Use IEEE
Path Cost 802.1t Standard with the value ranging from O to
200,000,000

Select the port priority with smaller value representing
higher priority.

Interface priority affects the role of the interface on the
specified MSTI. On different MSTI, users can configure
the priorities for a same interface. As a result, flow of
different VLANSs can be forwarded along physical links to
achieve VLAN load sharing.

Priority

Description: MSTP will recalculate the interface role and
migrate its state when its priority changes.

Rather than another switch or network segment, the
edge port should be connected directly to user terminals.
It can quickly transit to the forward state since topology
changes create no loops. An edge port under
configuration can be quickly transitioned to forward state
by STP. To achieve this, it is recommended that Ethernet
ports connected directly to user terminals should be
configured as edge ports.

BPDU Filter Enable BPDU Filter or not

Enable BPDU Guard or not. Unchecked by default. If
BPDU Guard is enabled, the device will shut down the
BPDU Guard interfaces receiving BPDU and notify the NMS. Such
interfaces can only be restored manually by network
administrators.

Select enabled, shutdown, and auto modes.

Edge Port

Auto mode: it indicates the connect state between the
default auto inspection and point-to-point links.
Point-to-Point o e :
Enabled mode: it indicates the specific port is connected
to the point-to-point links.

Shutdown mode: it indicates the specific port fails to
connect the point-to-point links.

2. Fill in corresponding configuration items.

3. iAppl yvDnaal.
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9

3

MST | nstance

A switching network demainwsdbg MSTE®, mwithpl ac
spanning trees formed within each domai n. Eac
(Multiple Spanning Tree Instance), and each do

MST Region: Multiple Spanning Tree Region).

Description:

An i nst agnrcoeu pi sofa VLANs that reduaocesowuagmmuni cat

utilization rate. Each instance, independently

t he oad. VLANs with the same topology can be

they are forwaregeegoatccotditmgi nhocohresponding N

I n simple ter ms, mapped to the specified MST

di stributed to a spanning tree at a ti me.

I nstructions:

1. Click the ASpanning Tree > MST | nslteacntceed i n t
spanning tree instances to be configured as f

MST Instance Table

| MsTI | priority | Bridge Identifiter Designated Root Bridge | Root Port | Root Path Cost | Remaining Hop | VLAN |
0 32768 32768-00:4F:4C:00-05:A0  0-00:00:00:00:00:00 NiA 0 0 1-4004
1 32768 32768-00:4F:4C:00:05:A0  0-00:00:00:00:00:00 NiA 0 0
2 32768 32768-00:4F:4C:00-05:A0  0-00:00:00:00:00:00 NiA 0 0
3 32768 32768-00:4F4C:00-05:A0  0-00:00:00:00:00:00 NiA 0 0
4 32768  32768-00:4F4C:00:05:A0  0-00:00:00:00:00:00 (7 0 0
5 32768 32768-00:4F:4C:00-05:A0 0-00:00:00:00:00:00 NiA 0 0
6 32768 32768-00:4F:4C:00:05:A0 0-00:00:00:00:00:00 NiA 0 0
7 32768 32768-00:4F:4C:00-05:A0  0-00:00:00:00:00:00 NiA 0 0
8 32768 32768-00:4F:4C:00-05:A0  0-00:00:00:00:00:00 NiA 0 0
g 32768 32768-00:4F4C:00-05:A0  0-00:00:00:00:00:00 NiA 0 0
10 32768 32768-00:4F:4C:00:05:A0  0-00:00:00:00:00:00 NiA 0 0
11 32768 32768-00:4F:4C:00:05:A0  0-00:00:00:00:00:00 NiA 0 0
12 32768 32768-00:4F:A4C:00:05:A0  0-00:00:00:00:00:00 (7 0 0
13 32768 32768-00:4F:4C:00:05:A0  0-00:00:00:00:00:00 NiA 0 0
14 32768 32768-00:4F:4C:00:05:A0  0-00:00:00:00:00:00 NiA 0 0
15 32768 32768-00:4F:4C:00:05:A0  0-00:00:00:00:00:00 NiA 0 0

92

olrlive



Edit MST Instance Setting

i [32768

| 32768-1C:2A:A3:00:00:82
i 0-00:00:00:00:00:00

I nterface data are as foll ows.

Configuration Items  |Description

MSTI Instance No. of spanning trees ranges from 0 to 15

VLAN VLAN No. mapped from instances

Set the priority of a multiple of 4,096 for the specified instance,

Priority ranging from O to 65,535 with 32,768 as default.

2. Fill in corresponding configuration items.

3. iApp!l yvbnaasatd as foll ows.
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9. 4

l nstructions
1. Click the n
to be modif

configurati

MST Port Setting Table

MSTI [0 v

MST Port

Setti

ng

SpanniSegt tTirneged > nMStTh ePorravi gati on

i ed

on

RSTP

from

nterface

t he |

as

of
|

Q|

gla e olEln B ole

™} 1 GE1 20000 128 Disabled Disabled Boundary  0-00:00:00:00:00:00 128-1
@ 2 GE2 20000 128 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 128-2
(=] 3 GE3 20000 123 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 123-3
@ 4 GE4 20000 123 Disabled  Disabled RSTP Boundary 0-00:00:00:00:00:00 128-4
o 5 GE5 20000 123 Disabled  Disabled RSTP Boundary 0-00:00:00:00:00:00 128-5
@ 6 GEB 20000 123 Disabled  Disabled RSTP Boundary 0-00:00:00:00:00:00 123-6
o 7 GE7 20000 123 Disabled Disabled RSTP Boundary 0-00:00:00:00:00:00 123-7
(7] 3 GEB 20000 123 Disabled  Forwarding RSTP Boundary 0-00:00:00:00:00.00  123-8
@] 9 GE9 20000 1238 Disabled  Disabled RSTP Boundary 0-00:00:00:00:00:00 123-9
Edit MST Port Setting
W H
i MSTI: 0O
£
! 1 GE1-GE2
L 4
PR SRS R AR SR 3
H Path Cost | IU (0 - 200000000) {0 = Auto)
i Priority | | 128
L i
B e e e T
! Port Role | Disabled
I A T H
pes=szsssszzsssszz=zzaz 3
i Port State | Disabled
e =
L
: Mode | RSTP
Lzzzzzzzzzzzzzzzzzzzzz:z4
! Type | Boundary
becccmsmsszmsmsssniioes M
prszszzszzzzzssszzzzzas 3
: Designated Bridge | 0-00:00:00:00:00:00
N e H
fzszzzzzzzzzzzzzzzzzzaz 3
i Designated PortID | 128-1
e &h
= ==3
' Designated Cost | 20000
k
20
[ apply  |[  close

20
20
20
20
20
20
20
20
20

ports o
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I nterface data are as foll ows.

Configuration Items Description
Select the instance for configuration through the drop-down

MSTI :
box in the upper left.

Port Select the port to be configured by users

Path Cost Enter the path cost value of the interface Use IEEE 802.1t
Standard with the value ranging from 0 to 200,000,000
Select the port priority with smaller value representing
higher priority.
Interface priority affects the role of the interface on the
specified MSTI. On different MSTI, users can configure the

Priority priorities for a same interface. As a result, flow of different
VLANSs can be forwarded along physical links to achieve
VLAN load sharing.
Description: MSTP will recalculate the interface role and
migrate its state when its priority changes.

Port Role 3 types of root ports, namely specified port, backup port
and disabled port.

Port State In_cludlng 3 states, namely Discarding, Forwarding and
Disabled

Mode Current STP mode

T The port types in the instance contain boundary and

ype .

internal ports

2. Fildorirnesponding configuration items.

3. iAppl yvdDnaat.
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Exampl e

Switch
VLAN1O
spanning

i nstance

MSTIN:

vlani0

I nstruct

1. Swi tch
of t he

navi ga

A,

and

of MSTP

B,
20.
tree i
2.

C

Switch A

and
MSTP

nstances,

gel/l

funct.

D

can

on

al | run
set

and

Switch B

gel/2

gel/2

gel/l @

gel/2

gel/2

PCl1

gel/l
Switch C

O Root Switch:SwitchA

X Blocked port

i ons:
A, B, C
devices

tion bar,

Switch D

Le

PC2

MSTP whi

to map

configuration:

ch intro

aps o tMdlarWNESANvimahp pi n
VLAN1O fr

20 to

con

MSTI2:
vlan20
O Root Switch:SwitchB
X Blocked port
and D create VLAN1O and
on the Rinmrg.Crlaitcek VILPAN O A M LnA N
fill in the corresponding
96
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Available VLAN Created VLAN
VIAN2 A VIANT A
VLAN3 [ VLAN 10
VLAN 4 © |VLAN20
VLAN | |VLANS5
VLAN 6
VLAN 7
VLAN 8
VIANO v v
VLAN Table
Showing entries Showing 1 to 3 of 3 entries Q I
O 1 default Default Disabled
O 10 VLANOO10 ~ Static Disabled
(O 20  VLAN0020  Static Disabled
| First | | Previous | [ 1] | Next | | Last |
| Edt || Delete |
2. VLANs are added to the switch ports ingress
Member shipd in the navigation ibgaur,eds elnmocvte t

VLAN1O and 20 to the right box and mark them
fiTaggedod. AApplyd and finish:

Edit Port Setting

Port| GE1
Mode | Trunk

10 A 1UP A
20

Membership ) )

() Forbidden
O Excluded
(® Tagged

() Untagged

[ PVID

| Apply || Close |
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3. Cl i

as

c k
foll

t he

O WS :

ASpanning Tree >

Propertyo in t

he

«| Enable

7
g
b
LY

P P ey e e e o et o

(Of®)

________

STP
RSTP
MSTP

Long
Short

Filtering
Flooding

32768

| (0 - 61440, default 32768)

| Sec (1 - 10. default 2)

| Sec (6 - 40. default 20)

| Sec (4 - 30. default 15)

| (1 - 10, default 6)

Region Name

1C:2A°A3:00:00:82

=g
........ =5

.......... =g

Revision ’D

| (0 - 65535, default 0)

=R

Max Hop

20

| {1 - 40, default 20)

el

4 Conf

ASpanning

t hem as

gur e
T
f ol

MST Instance Table

32768-1C:2A'A3:00:00:32

32768-1C:2A'A3:00:00:32
32768-1C:2A'A3:00:00:32
32763-1C:2A'A3:00:00:82

t he

ree >

| ows:

0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00

VLAN mapping
MST |

98
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to fild]l i n c

1-9,11-19,21-4094
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20

(



ANot e

Set the priority of MSTI1 to 0 andA.MSTI 2 to
Set the priority of MSTI1 taogu4, yg6eBSavid cMSTI 2
The priority must be a multiple of 4,096.

5
5

5

5. Switch B serves as the root bridge of MSTI 2 ;
MSTI'1 in the domain. Please refer to 5 for il

6. The shaeed network will eliminate | oops.

9. St atistics

I nstructions:
1. Click the ASpanning Tree > Statisticso in t

statistics as foll ows:

Statistics Table

Refresh Rate |0 v | sec

| 1 GE1 0 0 0 0 0 0

o 2 GE2 0 0 0 ] 0 0

= 3 GE3 0 0 o] 0 0 0

] 4 GE4 0 0 0 o] 0 1]

| 5 GE5 0 0 ] (t] 0 0

] 6 GCE6 0 0 0 ] 0 0
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10 Discovery

LLDP (Link Layer Discovery Protocol) is define
di scovery method which integrates the info suc
and interface identifications of | ocal net wor |
devs ceAfter receiving the info, they will save

I nformati on Base) for NMS query and | ink commu

I't can also integrate the info and transmit to

by the | pkatlemetwowill be kept in the form of

wor ks. Bl ock diagram of LLDP principles
Configure DHCP snocping Remote devies customized
10 support Option &2 LIDP extension MIB e _P:uy:@“’mbg-"
(Optiona Optiona) G
A A
- Entity MIB
LLDP local systerm MIB LIDP rerote system MIE e
A t - Interface MIB
Y (Optional)
* LLDP Frame - CHertipes MIB
LLDP Agent \ | (Petional)
7
Local Device Info Rernote Device Info

LLDP is realized based on:

., LLDP module updates its | ocal system MI B, as
MI B, through Khentewe ennt elrlalrR iaognent and MI Bs of |
entity, interface and other types.

, Encapsul ate the info of |l ocal network device
remote device.

, Receive the LLDP frame sent by the treetfmote dev
MI B and customized extension MIB.

, Master the info of remote device such as con
through the transmitting & receiving functio
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., The |l ocal system MIB stores |local ®svyice inf
system name and description, interface des
address, etc.

, The remote system MIB stores | ocal device i
| Ds, system name and description, interface
addr es. s, et c

BasedL loo)h LDMEDal | ows ot her wunits to expand. The i

devices facilitates fault analysis and deepens

topol ogy by management system.

10.1 LLDP

I nstructions:

1.Click the ADiIi scopenry y®» LInDPRP hxe Mmavigation bar

______

......

.........
......

_______________

__________________________________

..................................

Filtering
Bridging
Flooding

’ Sec (5 - 32767, default 30)

] (2- 10, default 4)

] Sec (1 - 10, default 2)

] Sec (1 - 8191, defauit 2)

] (1 - 10, default 3)
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I nterface data are as foll ows.

Configuration Items Description
State Enable or disable the LLDP
LLDP messages will be processed by means of
LLDP Handling AFilteri ngo,f FilBoroiddi gnignog ow hag
LLDP.
TLV Advertise Interval 30s by default ranging from 5 to 32,768s.

Transmission period product with 4 by default ranges
Hold Multiplier from 2 to 10. Transmission period * product should be no
more than 65,535.

Reinitializing Delay 2s by default ranging from:1 to 10s.
Transmit Delay 2s by default ranging from:1 to 8,191s.
3s by default of the LLDP-MED port ranging from 1 to

Fast Start Repeat Count 10s.

Et hernet message encapsul atiéddi twi tar & LD@OWg {iLL
LLDP message. Each TLV is a unit of LLDPDU car

2.Fi || in corresponmnegimsg configuration

3AApplydo and finish.

10. 2 Port Setting

I nstructions
1.Click the ADiscovery >nhiDBariPortbabetrasi figdli
Port Setting Table

Q |

||| Entry | Port = Mode | Selected TLV
1 GE1 Normal 802.1 PVID
2 GE2 Normal 802.1 PVID
3 GE3 Normal 802.1PVID
4 GE4 Normal 802.1PVID

CTCH ]
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I nterface data are as foll ows.

Configuration Items Description
Port Port list

LLDP mode include: Transmit, Receive, Normal,
Disable, the default is Normal

Transmit: transmit LLDP messages only;
Mode Receive: receive LLDP messages only;
Normal: transmit and receive LLDP messages;

Disable: neither transmit nor receive LLDP messages.

Selected TLV Info of selected TLV and VLAN
LLDP can work in 4 patterns: Tr anRsentieti:vetranst
receive LLDP messages only; Normal: transmit a

neither transmit nor receive LLDP messages.

2Check corresponding port and AEdi fdonitshle @oort
foll ows.

Edit Port Setting

Port| GE1

(O Transmit
(O Receive
(® Normal
() Disable

Available TLV Selected TLV

Port Description A 802.1 PVID A
Optional TLV i |System Name

System Description
System Capabilities

802.3 MAC-PHY v v
Available VLAN Selected VLAN
VLAN 1 A
802.1 VLAN Name 2
Apply | | Close
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nterface

dat.a are as foll ows

Configuration Items

Description

Port

Port list

LLDP mode include: Transmit, Receive, Normal,
Disable, the default is Normal

Transmit: transmit LLDP messages only;

Mode ) ]
Receive: receive LLDP messages only;
Normal: transmit and receive LLDP messages;
Disable: neither transmit nor receive LLDP messages.
Optional TLV Select the info of TLV and VLAN

802.1 VLAN Name

Select the VLAN name
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10. 3 MED Network Policy

MED is based on | EEE 802.diavdcowvdrDy prsottonceo In eadf
which can be extended by other organizations.
devices, such as switches and wireless access

all ow management systems to aGcuoabbélogyunder st
I nstructions

1. Click the fADiscovery > LLDP > MBD fMdtlwomwsk P

MED Network Policy Table

Showing | All v | entries Showing 0 to 0 of O entries Q

| Policy ID | Application | VLAN | VLAN Tag | Priority | DSCP | |
\ 0 results found. \

First | | Previous | | 4 | Next | | Last

| Add || Edit || Delete |

Add MED Network Policy

''''''' Policy ID} |1

| Appiication! [Voics :
e

L VLAN Tagd - Lifggege ;

{ Ppriority! [0 v
e

I nterface data are as foll ows.

Configuration Items Description

Policy ID Policy ID number

Application Configure and publish network policy TLV
VLAN VLAN number

VLAN Tag VLAN Mode, optional Tagged or Untagged
Priority CosS for services

DSCP DSCP for services
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10.4 MED Port Setting
I nstructions
1. Click the fADiscovery > LLDP > MED IPows. Sett
MED Port Setting Table
O 1 GE1 Enabled Yes No No
()] 2 GE2 Enabled Yes No No
(6] 3 GE3 Enabled Yes No No
= 4 GE4 Enabled Yes No No
O 5 GE5 Enabled Yes No No
(3] 6 GE6  Enabled Yes No No
(= | 7 ~nc7 Crahlad VAo Al~ NA
Edit MED Port Setting
Port ! GE1-GE2
State | ¥ Enable
Available TLV Selected TLV
Location a |7‘ Network Policy -
Optional TLV | |Inventory =
.| €] .
Available Policy Selected Policy
Network policy =) &
- [€] e
{ Coordinate I 1(16 pairs of hexadecimal characters)
Civic I |(6-160 pairs of hexadecimal characters)
ECS ELIN l 1(10-25 pairs of hexadecimal characters)
[ Aepy [ Close |
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Il nterf ace

data are as foll ows.

Configuration Items

Description

Entry Serial No. of MED port setting
Port Port list
State Port enable status

Network Policy

Configure and publish network policy TLV

Location

Configure and publish location TLV

Inventory

Configure and publish inventory TLV

10. 5 Packet Vi ew

l nstructi
1. Click

ons

the ADi scovery > LLDP >
Packet View Table

Packet Vi ewo

GE1
CGE2
GE3
GE4
GES

M AW N =

~
o]
m
(]

-
J
1
-

Q
| Entry | Port | In-Use (Bytes) | Available (Bytes) | Operational Status |
33 1450 Not Overloading
33 1450  Not Cverloading
33 1450 Not Cverloading
33 1450 Not Overloading
33 1450 Not Overloading
33 1450  Not Overloading
33 1450 Not Cverloading
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10. 6 Local | nf or mati on

I nstructions for device summary:

1.ClickDikeovery > LLDP > Local | nfforl maotwisan o i
Device Summary

_________________________________

MAC address

_________________________________

00-4F:4C00.05:A0

__________________

POE-GSH302M

_________________________________

POE-GSH302M

_________________________________

; Supported Capabilities | Eridge, Router
; Enabled Capabilities | Eridge, Router

| FEEEEE85550050888550580005855558 a
|
|
|

; Port ID Subtype

_________________________________

Local

I nstructions for port status tabl e:

2Click the ADiscovery > LLDP > Locfaoll Ilonwfso.r mat i

Port Status Table

Q |

Q 1 GE1 Normal Enabled
5 2 GE2 Normal Enabled
3 3 GE3 Normal Enabled

[ 4 GE4  Normal Enabled

Q 5 GE5 Normal Enabled

R REAR AaAarmal Cnahland
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10. 7 Neighbor

Il nstructions fadirsplLDYi me.i ghbor
1. Click the ADiscovery > LLDP > Neighboro in

Neighbor Table

Showing entries Showing 1 to 1 of 1 entries ar
] GE9 MAC address 00:E0:41:00:00:02  Local gi13 118
Previous | (1]
| cear || Refresh || Detail |

10.8 Statistics

I nstructions:

1. Click the ADiscovery > LLDP > Statisticso i
Global Statistics

..................
..................

Deletions | 7

................ 2

Statistics Table

O 1 GE1 ) ] 0 0 0 0 0
o 2 GE2 ) 0 0 0 0 () 0
O 3 GE3 273 29 0 0 0 0 0
O 4 GE4 ) 0 ) 0 ) 0 )
O 5 GE5 ) 0 0 0 0 0 0
o 6 GEB ) 0 ) 0 ) () 0
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11 DHCP

DHCBerver brief i ntroducti on

With the expansion of net work scale and the i
net work configuration i s becoming more and m

changes (such as portable computer or wirele

cmputers exceeds the I P address that can be al
Dynami c Hos't Configuration Protocol (DHCP)
requirements. The DHCP protocol works in the <c

requests the configur aDH®ORM sienrfvoerrmady roaamifcraolm yt,
DHCP server returns the corresponding configu
policy.

I n a typical application of DHCP, it gener all

clients (such as PC andllaptop), as shown in F

DHCP Server

DHCP Client DHCP Client

E g
- =

(e o S

2 k&

DHCP Client DHCP Client

Figufte Ln a typical application of DHCP
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| P address assignment of DHCP

| P address allocation strategy
According to the different needs of clients, D
strategi es.
Manual address assignment: the administrat
a few specific clients (such as WWW server

addrtesesthe client through DHCP.
Automatddcess i gnnethGQP. assi drPsaddr ewiste s
unlimited |l ease term to clients.

Dynamic address assignment: DHCP assigns

client, and capphy fherdsddmadsom aofft esre revx peier
Most clients get this dynamic address ass

pro

10. 2.2 Dynamic | P address acquisition

The message interaction process between DHCP

showm Fi-gure 2

DHCP Client

= -
D‘Slroyer DHCP Server

R
$ques¢ DHCP Server

DHCP Client Dﬂcp}c“
DH
=i “""'J?enew DHGP Server

K
DHCP Client oncP P

=i

Figufie 2nteraction process

|l mrder to obtain the | egal dynamic | P address

information with the server at di fferent stage

foll ows:
(1) DHCP client Il ogs in to the network for
When the DH@RE dlni gmt tlhe net work for the fi
contact with the DHEPagesver through four
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The discovery phase: the stage in which th

server. The client sends the DHEC®, dasdover
only the DHCP server wil/l respond.

, The stage of providing I P address: that 1is
provides | P address. After receiving the I
client, t he DHCP server sel ectlsP amd durneassssi gr
pool and assigns it to the <client, and s
containing the |l eased | P address and ot her
the client.

The selection stage: the stage in which 1
addr ess. I f more t hkairdsorme DIHL®P ofdrevermes s ag
client, the client only accepts the first r

responds to the DHCP request message by b
server. The information cordtPaiadsd rteses cont e
the selected DHCP server.

The confirmation stage: the stage in which
addr ess provided. When 't he DHCP server r
message answered by the DHG®&clkldé¢emftir mat iwao
messagret &ai ning the I P address and other sei
ot her wi se, it wndK medxuage,t hiendlihccegpt i ng t ha
cannot be assigned to the -@a¢keadnf  Afmati on
message returned oblki e¢mte wielrlvesend hARP (t hi
address is the address to which it is assi
detection. I f no response is received with
use this address.

(2) The DHCP clientk laoggasi non to the networ

When the DHCP client logs in to the network

with the DHCP server through the foll owing s

, After the DHCP client logs in to the networ
l ogs in to theomleywone&dagbonbroadcast the
message containing the | P address assigned

to send the DHCP discover message again.
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After receiving the DHCP request message,
client is ,ndtheadkicpnadirmati on message wil
notify the DHCP client to continue using t
I f the I P address cannot be assigned to th
been assigned to other cliennhsph;ndklce DHCP
message. After receiving the message, t he
message again to request a new | P address.
(3) DHCP client extends |l ease validity of |IP
The dynamic | P address assi gneuds ubayl Ityh eh abDsHCP
acertain | ease ter m. Af ter the expiration,
addreshe DHCP client wants to continue usir
needs utpod abtee d .
I n practice, the DHCP client sendPs saerD/HGP brye qu

defaul t when the | P address | ease term reaches
| f the | P address is valid, thacRHWR ssamgeent owi
inform the DHCP c¢lient otbhati nednew | ease has be
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111 Property

DHCP gl obal and static binding configuration
I nstructions:

1.Click the ADHCP > Propertyo in the navigati on

--------------------- State' | | Enable
| Static Binding First! | | Enable

DHCP Port Setting Table

Q| |

1 GE1 Enabled

=

(J 2 GE2 Disabled
UJ 3 GE3 Disabled
L 4 (GE4  Disabled
&) 5 GE5 Disabled
J 6 GEB6  Disabled

Il nstructions for port DHCP configuration:
2.Click the nDKECRsnedl éatoptehe ypor tf ainldowd .i ck AEdi t

Edit Port Setting

.............

.............

.............

.............

ANot e

Enabl e DHCP server or DHCP r el afyunmotdieon port n
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11.2 | P Pool Setting

DHCP I P pool <configuration

l nstructions:

1. Click the ADHCP > |1 P PooplooSetatsi nfgod,l oGMsi.c k A
IP Pool Table

Showing entries Showing 0 to 0 of 0 entries Q]

| 0 results found. |

(A ][ _Edat_J[_ Deete ] (First | T Previous | [ [ Next] [ Last

B S ety
T oot | | (1 to 32 alphanumeric characters)
Gateway | | ]
Mask | | |
Section [1 v

IP Address Section Start Address | |

EndAddress | ]

DNS Primary Server ! || Enab|e|

DNS Second Server! [ | Enable|

Lease time | |1 Day|00 v | Hour [00 v | Minute

ANot e

The satdadrrteassdl, end address cannot be configurect
addr ess.
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11.3 VLAN I F Address Group Setting

Server group configuration

I nstructions:

1. Click the ADHCP > VLAN | FhAdOHE®Ps S6roep 6ebd
Table and click AAddo to configure the server

DHCP Server Group Table

Q|

0 results found.

Add || Edit || Delete |

DHCP Server Group Table

Demmns oo oo s = om0

VLAN interface and server group binding config
I nstructions:

1. Click the ADHCP > VLAN I F Address Group Se
Address PodlecTahbtlhee, isnet er face and server group

foll ows.

Vlan Interface Address Pool Table

Interface | MGMT VLAN v |

DHCP Server Group | v |
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11. 4 Client Li st

Client | i st informati on
I nstructions:
1. Click the ADHCP > Client Listo, enter DHCP

DHCP Client List

Showing entries Showing 0 to 0 of O entries Q | l

' 0 results found. '

| First | | Previous | ' | Next | | Last |

11.5 Client Static Binding Tabl e

Stataddirss assignment configuration

I nstructions:

1. Click the ADHCP > Client Static Binding Tab
AAddo as foll ows.

Static Binding Table
ShowinglAll v Ientries Showing 0 to 0 of O entries QI l
0 results found.
([ Ae__|(__Deets ] | First | | Previous T'[ Next | | Last |
ANO t e
The | P configuration of static binding is req
asisgnment .
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12 Mul ti cast

12. 1 General

12. 1.1 Property

l nstructi ons:

1. Click the AMulticast > General > Propertyo
Unknown Multicasté i Ehod
Action | Lop
' Forward to Router Port
| Multicast Forward Method . : ~
| | ® DMACVID
: 1Pv4 | DIP-VID
i ! ® DMACMD
IPve: o piPviD

12.1.2 Group Address

According to the previous request modéaadof mul't
forward data to each VLAN containing receivers
the same multicast group, which wastes a great
configures multicast VLAN by connecting the di
mul ticast VLAN to receive multicast dat a. I n
transmitted within a multicast VLAN, thus savi
bandwi dth are guaranteed because multicast VLAI
VLANS.
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l nstructions

1. Click the AMulticast > Group Addresso, iAddo

the existing ones as foll ows:

Group Address Table

IP Version |IPv4 v |

Showing [ Al v | entries Showing 0 to 0 of 0 entries Q| |

' 0 results found. '

[First] | Previous | () | Next | Last|

[ Add || Edt || Delete || Refresh |

Add Group Address

VLAN

IP Version

Group Address
Selected Port
e

Member
a4

| Awly [ Close |
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Il nterf ace

dat

a are as f ol

O wsSs.

Configuration Items

Description

VLAN ID to which the multicast group belongs. Drop

VLAN down to select an existing VLAN.

IP Version Whether v4 or v6 is the version of multicast IP address
Multicast Address Enter the multicast address

Member Add multicast member(s)

2. Fi Il in corresponding configuration

3. "nAppl yvbniasd

Group Address Table

as foll ows.

IP Version [IPv4 |

Showing entries Showing 1 to 1 of 1 entries Q I

[ || VLAN | Group Address = Member | Type | Life (Sec) | |

0 1 22411111 GE1-GE8  Static |
First | | Previous | | 1 | Next | | Last

| Add || Edit || Delete || Refresh |

12.1.3 Router Port

Configure and vipwrmulticast router

I nstructions:

1. Click the AMulticast > Gener aflol>l

Router Port Table

IP Version |IPvd v

i t ems.

oRwsu.t er Por

Showing | All v |entries Showing 0 to 0 of 0 entries Q
| VLAN | Member | Static Port | Forbidden Port | Life (Sec) |
0 results found.
First | | Previous 1| | Next | | Last

| Add || Edit

H Refresh ]
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12.1.4 Forward Al I

Gener aflol> oRnosr.war d Al

Configure and viepwrtu.l ti cast forward
I nstructions:

1. Click the AMulticast >

Forward All Table

IP Version | IPv4 v |

Showing | All v | entries Showing 0 to 0 of O entries

Q| |

I 0 results found. l

[Frst  Previous | ] [ Next] [ Last

| Ada || Edit || Delete |
12.1.5 Throttling
Configure and viewreottiecmul omsast group
I nstructions:

1. Click
Throttling Table

thenédMaltpPpca@abtott Gengof alnl awmee.

navi gat

IP Version |IPv4 v |

= 1 GE1 256 Deny
= 2 GE2 256 Deny
OJ 3 GE3 256 Deny
J 4 GE4 256 Deny
& 5 GE5 256 Deny
= "/ nRER 2R Nanu
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12.1.6 Filtering Profile

Configure and view pproorfti Ineu.l ti cast filtering
I nstructions:

1.Click the AMulticast > General >fbBilowsing Pro

Filtering Profile Table

IP Version |IPv4 v

Showing| All v | entries Showing 0 to 0 of 0 entries QI |
0 results found.
[First | | Previous | (1) | Next | | Last |
[ Add || Edt || Delete |
Configure and view multicastefattenshipgpprofile

2Click the AMulticast > General > Filtering Bi
Filtering Binding Table

IPVersion |IPvd v

Q |
[0 S e ——
GE1
GE2
GE3
GE4
GE5

1866 8 &
DI & ) BN SSE 7% B N RN
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12.2 | GMP Snooping

| GMP Snooping (Il nternet Group Managéemanht Prot
mechanism on L2 devices to manage and control

| GMP messages received, L2 devices establish a
mul ticast addresses andadoomwairmdgltyh.e mul ti cast
As shown bel dwt amalei tasnsmitted on L2 without
| GMP snooping runs, known multicast group dat a

whil e unknown multicast data are stil!l on Laye

Multicast packet transmission
without IGMP Snooping

‘% Multicast router

Source

Multicast packet transmission
when IGMP Snooping runs

‘—%‘ Multicast router

Source

Layer 2 switch Layer 2 switch

Z | g

Host A Host C
Receiver Receiver

Host B

4

Host A Host C
Receiver Receiver

Host B

—» Multicast packets

12. 2.1 Property

| GMP Snooping isbenwedhdmr tLRe swulttchcast routers

applicable to deploy | Pv4d networks. It is conf
messages transmitted between routers and host s
table for multicasbdgdaand canbrderthe malticas

in L2 networ k.

Gl obal | GMP Snooping function shaowelfdudag .enabl e
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> | GMP Snooping
t he

t o

I nstructions:
1. Click the fAMulticast
from t heVLAN aitnefdo, and AEdI
State | [ ] Enable
Ve @® IGMPv2
‘ersion O IGMPV3
Report Suppression Enable
Apply

VLAN Setting Table

> Proper

det ai |

O 1 Disabled Enabled 2 125 10 2 Disabled
0o 10 Disabled Enabled 2 125 10 2 Disabled
0 20 Disabled Enabled 2 125 10 2 Disabled
Edit VLAN Setting
VLAN: 20
State : [ | Enable
Router Port Auto Learn Enable
Immediate leave | [ | Enable
Query Robustness | |2 (1-7, default 2)
Query Interval |125 Sec (30 - 18000, default 125)
Query Max Response Interval | |10 Sec (5 - 20, default 10)
Last Member Query Counter | |2 (1-7, default 2)
Last Member Query Interval | |1 Sec (1 - 25, default 1)

Status | Disabled
Query Robustness | 2
Query Interval | 125 (Sec)
Query Max Response Interval | 10 (Sec)
Last Member Query Counter | 2
Last Member Query Interval | 1 (Sec)
Aoty || Ciose |
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I nterface data are as foll ows.

Configuration Items Description
VLAN VLAN ID to be configured
State Enable or disable the IGMP Snooping in this VLAN

Router Port Auto Learn  |Enable or disable route port automatic learning

Immediate leave Multicast members leave quickly

The Robustness Variable allows tuning for the expected

Query Robustness packet loss on a network

Query Interval The interval between message queries
Query Max Response Timeout (over the max response time) of a query
Interval message

Last Member Query Max number of queries for a specified group

Counter

Last Member Query The interval between message queries for a specified

Interval group

2. Fill in corresponding configuration item

3. iAppl yvDnaat.

12. 2.2 Querier

Configure and vi Qwelt G#®MP. snooping
I nstructions:
1. Click the AMulticast > | GMP Sndodilmgvs> Quer

Querier Table

Q

| VLAN | State | Operational Status | Version | Querier Address |
1 Disabled Disabled

| Edi |
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I nterface data are as foll ows.

Configuration Items Description

VLAN Multicast VLAN

State Enable or disable IGMP snooping querier
Operational Status IGMP snooping querier running status
Version Version for querier

Querier Address Multicast address for querier

12. 2.3 Statistics

Configure and vietwwat GMPi esooping
I nstructions:
1. Click the AMulticast > | GMP Snofo@li  hgws. st at

|
|
i

5 Leave; O

| Report| 0

5 General Query | 0

f Special Group Query | 0

i Source-specific Group Query ;| 0

Clear ” Refresh |
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12.3 MLD Snooping

MLD snooping is the abbreviation of multicast
't i s Mawn tlikcvabst constraint mechanism running on
to manage and control | Pv6é Multicast Groups.

The second | ayer device running MLD snooping ¢

bet ween port and MAC multi ceasti vedild rMLdDs nmeys samgeal

and forwards | Pve multicastredata omchampdi ng to

As shown in the figure below, when the | ayer 2
| Pv6 multicast data packets are broadcdMED at |
snooping, the multicast data packets of known

broadcast2 &witlllaylee mul ticast to the designated

MLD snooping can only forward information to
2mul ti cast, which can bring the following be
., Reduce the broadcast packets in the | ayer 2

net work bandwi dt h;

Enhance the securiiiny oofmalt Pwoé . Mul ti cast

It is convenient to charge each host separat
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